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1
SECURE PACKAGE DELIVERY AND
PICK-UP SYSTEM

CROSS-REFERENCE TG RELATED
APPLICATTONS

This application 15 g continuation-i-part w pateal appl-
cation of 118, Ser. No. 16/995.686 filed on Avg. 17, 2020,
now S Pat. No. 11.087.269 issued on Ang. 10, 2021,
which claims priority o U8, Ser. No. 15/670.018 jiled on
Aug. 7. 2007 now US. Pat. No. 10,743,693 that claims
prioriy o U8, Provisional Patent No. 62/37 1976 {iled on
Aug. 8. 2016, winch are cach mcorporated herein by relor-
ence w their entirety.

FELD

The embodimenis herein are generally related to the {icld
ol puckage delivery systems. The cinbodiments herein are
particularly related o sysiems for secare delivery of pack-
ages al unatiended locations. The embodiments herein are
more particularly related 0 an electronic box or seeured
autonmied receplacles fitted with clecivonic door for the
receipl. storage and retam pick-up of puckoges.

BACKGROUNI

With thwe sdvent of clectronic commerce 1 recent lines.
home delivery of products has become more and wore
popular. The delivery persons are assigned the job of deliv-
erng the packages o vsers. The service 1s completed. when
the user accepis the delivery of the package. However., there
are varous circumstainces that nupact the ability of delivery
fins in compieting the delivery process. especially when an
individual is not avalable (0 accept the package o be
delivered. [n some cases, ihe delivery firms are allowed (o
leave the package oven though a user 15 not available (o
accept 1t The packages are left noattended it the usee's
residential or business address. This always carries the risk
ol thelt or damage of the package due o weather conditions.

Thus, the delivery persons are instrected  for securily
reasons W delivery packages only when the user 1s avaiiable
W receive lw package, The delivery is conlinued by col-
lecting o signature of the user o confirm an acceplance of
the package. The delivery finms are instrucied oot o leave
packages onless they are accepied by the wsers. The delivery
finus need w0 make subsequent altempts o deliver the
package when the user 13 ot availuble 10 receive e
packages. ven alier several subscquent attempts, the deliv-
ertes are unsuccessiul i some cases. This resulis m delayed
delivery of the package or the package is relvrned o the
senderdseller becunse ol unsuccessiul atlempts i delivery.
This couses wconvenience (o the asers and additional costs
for the seller/delivery firms due to repeated failed delivery
atlempis and returned merchandise.

lurthermore. i some cases. the users are provided with
unoption of picking up the prodoct at o specified outled. Bac
such locations are uot always nearby o the user location and
henee involve additional costs. Thus, this option does not
ofier a convenient aliernative o the vser Simlarly, {or
returung the pick-up. the users need 1o courier the packoges
themselves W the seller or have (o leave it owtdoors gt a
specificd time/day and o cnsure the availability of the
packages at the time of visit of the delivery person lor retorn
prck-up. Thos, the packages are always at a risk ol thell or
dinage. Additionally. some products such as grocery. food
items sud medicines get spoiled whea they are ledl unat-
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tended Tor longer durations as hot or cold storuge of such
products is needed immuodiately on delivery.

Hence, there is a need for providing a secure and conve-
nicnt option for delivery and pick-up of packages ot vwnat-
tended locations. There is aiso o need for o modular system
lor delivery and pick-np of puckages of varving size and
weght. Furiher, there 15 2 need {or an automated receplacle
with electronic door for the receipt. storage and pickup of a
package.

The above mentioned shoncomings. disadvantages and
problems are addressed herein, and wiluch will be wnder-
siood by readmg and sindyving the ollowmg spealication.

SUMMARY

These and other aspects ol the embodiments heremn will
be betier appreciated and vndersiond when considered in
compunction wiih the ollowimg description and the accom-
panying drowings. it should be understood. however. that
thwe liowing  descriptions.  while mdicatng  preferred
embodiments and numerons specific details thercoll are
given by way of illustration and oot of hmitation. Many
chunges and modilications may be made within the scope ol
the embodiments herem without departing, from the spirit
thereol. and the embodinents herein melude all such modi-
fications.

One or more embodiments pertains (o a secure packape
delivery and pick-up system that the systen that meludes o
security door comprising o frone. Oue or more collapsible
storage compartments are aflixed to the {kame. Vach of the
one or more collapsible storage compariments is confipured
{or sccommodating one or more packages. Open ends of the
one or more collapsible storage compartnents are secured
usiing compartineint doors. An clectronic mut 13 mounted on
the frame. The electronic unit is configured for electronically
controlling an operation for the one or more collapsible
storage comparlments For seeure delivery or relurn pick-up
of the one or more packages. A seeurity deviee is coupled 1o
the security door. ‘The security device includes o memory
device having instrctions. and at Jeast one processor con-
figured for excenting the instructions o receive images of
al least one physical object lrom a first camera coupled o the
al least one processor: receive an indicaton lrow at Jeast one
security (ether mdicating movement ol the gt least one
phvsical object: and provide an alert based on the imdication
of movement of the al least one physical object.

Some cubodiments pertain 10 u security device system
thut includes a secnnty door compasing o (rame. and one or
more collapsible siorage compariments allixed o the frame.
Pach of the one or more collapsible storage comparimoents is
configured for accommodating one or more packages. The
security door lurther inchades an electrome unit inounted on
the frame, The clectronic unit is confignred For clectronically
controlling an operation for the one or more collapsible
storage comparlments For seeure delivery or relurn pick-up
of the one or more packages. The svstem Turther wmeludes o
security device having [irst memory device mncluding first
mstructons. sud o fiest processor that 1s couligured for
executing the st instroctions o receive images of the al
least one physical object from a first camera coupled to the
first processor: receive an indication from at least one
security (ether mdicating movement ol the gt least one
phvsical object: and provide an alert based on the imdication
of movement ol the at Jeast one physical objects. The system
addiionally includes a cusiomer mierlace that mcludes: a
second moemory device including second  mstructions: o
second  processor confighred  For executing the second
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instructions W receive delivery details inlormation: retrieve
customer identification information: process the delivery
details and customer identification information: and com-
mumcaie the delivery deiails and the customer wdentification
informaton throvgh o Orst network W the security device
und @ a1 server.

The various embodiments herein provide a secure puck-
age delivery and pick-up systom. The system comprises a
secenrty door comprising o frame. The frame s configored
for attaching to any Orm surlsce of a building. The seeurily
door 1s conligured for providing access 10w building after
suceessiul venfication of the aser. The security door com-
prises one or more collapsible compartments aflixed o the
frame. Dach collapsible compartment is conlipured lor
accommodaiing one or more packages meant for delivery or
return pick-up. Liach compartment comprises a series ol four
sided wetal or wooden boxes with open ends designed w
shide mto one another 10 o (elescopic TIer (O ACConume-
date one or maore packuges. Both open ends ol the compart -
ment are secured using compariment doors for delivery and
recepiion of the one or more packages respectively. The
series ol four sided metal or wooden boxes are conligured
For extending m a perpendicular direction o the fength of the
frume 0 sclueve maximum storage size of the compartment
and for contracting within each other 10 achiove o minimom
stze of the compariment. Pach collapsible compartment
comprises an external Dange on (e extenor side of tw
compartinent and annternal foange on tie lntenor side ol thw
compariment {or providing strenpth and support to the
compariment in extended and collapsed siate. The seoorty
door forthor comprises an electronic urit monnted on the
frume. The electronic unit 1s confignred Tor electroncully
controlling the operation of e one or wore compartinents
for secure delivery or retarn pick-up ol the one or more
packages at unmanned locations.

According (o an embaodiment herein, the systom further
comprises u cloud bused server comprising o registralion
madule conligured R registering one or more users with the
system for operating the scenrity door and the one or more
compariments provided in the seenrity door. The one or
more users are registered witl the system by providing
plurality ol user details and the details of the one or more
siartphones associated with cach user, The one or wore user
details comprise name. address, contact numbers and bio-
meine data. The server also compnses a storage wnit con-

figured for storng (the plurality o user details. the details of

the one or more simartphones associated with cach user
registered with the system and the global positioning system
(GiPS) coordinates of the seenred door. The server {urher
comprises o tracking module confipured lor tracking the
delivery and o pick-up activity of the one or more puckoges
W an approprinte compartment. The server stll lunber
comprises an electronic key generation module configured
for generating an clecironic key for exchanging between the
user sud o delivery person lor operating (the compartinent
door. The server still turther comprises o noulication module
confligured lor sending automatic notifications w0 the one or
more vsers upon successiul delivery or pick-up of the
package.

According o an embodiment herem. the electronic nut
comprises @ contral unit. o transcerver unit. o digital display.
ONe OF MIOFS CUMOTAS, & SCANNCT WL OBe OF MOFC SCNsOTs
and o power it

According o an embodiment herem. the transceiver oo
is conligured lor transimiting an clectrome key entered by
the user o verily with the server for operuting the door or

e
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mdividual compartents. The tansceiver uvait s lorther
configured {or transmitting the inlormation captured vsing
QIC OF OTT SCNSORs.

According 0 an embodiment herein, the control it is
conligured for controlling the opening and closing opera-
tons of appropriate compartineint door on successlol veri-
fication of secure electronic key.

According to an cmbodiment herom. the digital display s
configured lor displaying the video messages recorded by
thw user W the appropriute delivery person or vice-versa,

According o an embodiment herein. the one or more
cameras are configored for recording activities in the vicin-
iy ol the sccurity door on deiccting any motion usimg
woten seisors during any ume ol the day for scourity
purpose,

According (o an embodiment heren, the scanner wnit is
confipured  for scanning  radio  frequency  identification
(RIFDD) tags of the parcel and the biometric daia ol the one
ar mare users registered with cach door lor security purpose.

According o an embodiment herein. the one or more
sensors are configured for detecting o plueality of paramelers
surronnding the door, and wherein the plurahity of param-
clers comprises o motion detection in the vicity of the
door. nerpatonal Mobile Fguipment [dentity (IMED num-
ber of the smartphone present i close vicinity ol the door.
smoke and {ire.

According 1o an embodiment herem. the power vnit s
configured lor supplying suflicient power required for opera-
ton of the door using one or more rechargeable bateries.

According o an embodiment heroin, the sysiem ollers
keyless entry through the door upon successinl verification
of the elecironic key.

According o an cmbodiment herein. the system (orther
COMPrises one or more mulu-stage actugtors aud support
guides {or expansion and contraction of the one or more
compariments. A power source wsed for the expansion and
contraction of cach compariment is cither manual or cleciric.

According o an embodiment herein. the one or more
compuartments provided in the security door are customiy-
able in capacity For acconmuodating one or more packages ol
different sives and woeighis.

According o an embodinent herein. the system com-
prises a portal or platfrm lor counecling one or more
external hternet of Things (1) devices with the syste.
and wherein the one or more external 107 devices compnises
CAMOED, OREC OF MOTC SensOrs, commmncation modoles.

According o an embodiment herein. the one or more
compurtments optonally cowprise lwt and cold boxes for
storing hot or refrigerated products respectively.

According (0 an embodiment herein. the system s forther
confipured for providing a mobile application {or installing
on the smanphoue of the vser. and wherem the mobile
application is conligured lor cnabling the user o rewotely
rack the package delivery or pick-up activity. for viewing
caplured information from one or more Internet of Things
(IO devices. Tor adminstration activity like adding/re-
woving user and lor exchanging secured clectronic kevs
with the conteol unit,

According (0 an embodiment herein. the system s forther
confipured for enabling the user to share the secured clee-
teomic keys with other users for o predetermined duraton for
accessig the building through the security door and lor
usape of the one or more compariments.

According to an embodiment herem. the mobile apphca-
tion provided (o the vser is confipured for allowing the user
o lock or unlock thw sceunty door or the individual com-
partineats wirclessly from a remote location.
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According o an ciibodnnent herein. the system is further
configured for enabling the user o romotely vpprade the
soltware of the control mit o provide additional featores
and enhance securtty options.

The Joregoing deseription ol the speciiic cibodinents
will so Tnlly reveul the general nature ol the cnbodinents
herein that others can. by applving current knowledge.
readily modify andior adapt for various applications such
specific cbodiments without depariing {rom the poneric
coneept, and. therelore, such adaptations and modifications
should and are mitended 10 be comprehended witlun the
meaning und range of equivalents ol the disclosed embodi-
ey,

BRIEF DESCRIFTION OFF THE DRAWINGS

The other objects. featores and advantages will occur Lo
those skilled in the an from the following description of the
preferred cmbodiment and (he accompanying drawings in
which:

FIG. 1A illustrates a block dingram of the secured pack-
age delivery and pick-up system. according o one embodi-
ment herein.

15GL 1 idlusteates thwe block dingram of the clectronic niit
provided in the secure door, accordmg o one embodiment
herein.

F1G. 2 allusisaies o side perspective view of the seeorty
door fixed with g plurality of storuge compartinents/recep-
tcles. aecordmg W oue embodinent hereii.

UiG. 3 allustrates o back side perspective view of the
secnriy door wilh the one or more storage compariments/
reeeplacles i an expanded conditon. according 0 one
cibodiment herein.

UIG. 44 and FIG. 41 illustrate o side view ol the secarity
door with the one or more slorage comparlments/receplacles
in expanded and collapsed conditions respectively. accord-
ing to one cmbodiment herein.

FIG. 5 illusieates a back side view of the security door
with (he one or more storage compartinents/receptacies in
collupsed condition. according v one embodiment herei.

UiG. 6A and FIG. 613 allostrate o lront side view and o

back side view of the security door fixed with a plurality of

storage  comparlments/receptacles, w
cmhodiment herein.

FIG. TA and PG, 713 illusteate o irowt side view of the
secnnty door with o hundle compasing bometric seasor and
an enlarged and magnified view ol the handle with biometric
sensor respectively. according o one embodiment herein,

FIG. 8 illusieates a back side view of the security door
fixed with an electronic wnit and locking system. asccording
o one cwboadiment herein.

1G9 illostrates a block diagram of a system mcludmg
a securty device. according o one or more cmbodiments.

FiG. T0 llostrates o block dingram ol another system
including o secunty device. according 10 oue or e
cinbodiments.

accordmp one

FIG. 11 llustrates a block diagram of an embodiment of

a sysiem or seeurity of multiple packages, according to one
or more embodinents,

IF1G. 12 shows a side perspective view ol an exainple
carhodimend of the seeurily device, according {0 one or more
cmbodinments.

FIGL 13 shows a botlom perspective view ol an example
cinbodiment of the security device. according W one or more
cinbodiments.
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FIG. 14 shows o side perspective view of the seeurity
device showing an example user inlerface display. according
o one or more embodiments.

FIG. 15 shows an example process for processing and
transmitting duta from o customer interface w both o seen-
oty deviee and g server. according o one or more cubodi-
ments.

FIG. 16 shows an example embodiment of a process for
processing and transmiting data from a server 1o both o
third-party server and o customer nterlice. aecording o one
ar more cinbodimoents.

FIG. 17 shows an example embodiment of a process for
processing and trmnsmiting data from a securty device 1o
both o delivery person and o customer interface. according
w0 one or more cibodiments.

IF1C I8 15 2 network architectore of o system Lor seeurity
processing. according 0 one or more embodiments.

I 19 shows a representative hardware sysiem environ-
el associated with o user deviee undfor server. uccording
w0 one or more cibodiments.

FIG 20 15 a block diagram illustrating o distributed
sysiem that may be cmployed for seenrity processing.
accordmg 0 one or more embodiments.

Althongh the specille featores of the embodinents are
shown 1n some drowings and oot 1n others. This 1s done Tor
convemence only, as each {ealure may be combimed with
any or all the other featores in accordance with the cmbodi-
weils herein.

DETAILED DESCRIPTION

I the following detailed description. a reference is made
o the sccompanying drawings that fonu o pant hereoll and
i which the specific embodineats that may be practced is
shown by way ol ilustration. These cmbodments are
described in suflicient detail o enable those skilled in e art
o practice the embodiments and it 1s (0 be understood that
thwe logical. wechanical und other changes may be made
without departing from thwe scope of the embodiments. ‘The
{ollowmg detailed desenption is theretore not 1o be taken in
4 limiimg sense.

The various embodiments herein provide o secure pack-
age delivery and pick-up system. The system comprises o
security door comprising o lrame. The frame is conligured
{or attaching to any firm surface of a building. The security
door is configured lor providing access to the uilding alier
suceessinl verilication of the user. The seeurity door com-
prises one or more collupsible compartiments ailixed o the
frame. Bach collapsible compariment is conligured  for
accommodating one or more packages meant lor delivery or
retorn pick-up. Lach compartment comprises o serics of ooy
sided metal or wooden boxes with open ends designed 1w
slide inte one amther i g Clescopic MEnner 10 3Ccomine-
date one or more packages. Both open ends of the compart-
meni are seevred vsing compariment doors {or delivery and
reception of the oue or more packapes respectively. ‘The
series of four sided metal or wooden boxes are configured
for extending in o perpendicular direction w the length of the
{rame 1o achieve maximuom storage sizc of the compariment
and for contracting within cach other o achicve o minimum
sive of the comparimient. Hach collupsible compartment
comprises an exteraal flange on the exterior side ol the
compartment and an internal Jange on the interior side of the
compariment for providing sirength and  support o0 U
compariment m extended and collapsed state. The seenrity
door further compases an electrome unit mounted on the
lrume. The clectronic mut 15 conligured lor clectronically
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controlling the operation of e one or wore compartinents
for secure delivery or retarn pick-up ol the one or more
packages at unmanned locations.

According (o an embaodiment herein, the systom further
comprises u cloud bused server comprising o registralion
madule conligured R registering one or more users with the
system for operating the scenrity door and the one or more
compariments provided in the seenrity door. The one or
more users are registered witl the system by providing
plurality ol user details and the details of the one or more
siartphones associated with cach user, The one or wore user
details comprise name. address, contact numbers and bio-
meine data. The server also compnses a storage wnit con-

figured for storng (the plurality o user details. the details of

the one or more simartphones associated with cach user
registered with the system and the GPS coordinates of the
secnred door. The server lurther comprises a iracking mod-
nke confipured for tracking the delivery and a pick-up
activity of the one or more packages 0 an uppropriate
compartinent. The server still larther comprises an elee-
tronic key generation module configured for generating an
clectronic key for exchanging between the user and a
delivery person lor operating the compartinent door. The
server still Tarther comprises o notfication module conlig-
nred for sending automatic notlications 1o lhw one or wore
vsers upon successiul delivery or pick-up of the package.

According (o an embodiment herem. the clecirome o
comprises @ contral unit. o transcerver unit. o digital display.
OUC OF MOME CHINCTS. 0 SCHINCT UNIL ONC OF MONE SCISOTs
and o power it

According o an embodiment herem. the transceiver oo
s conlipured {or transmiting an clectronic key entered by
the user o verily with the server for operuting the door or
individual compartments. The transceiver mut is lurther
configured for ransmitiing the information captured using
ONC OF NRFC SCRSOTS.

According 0 an embodiment herein, he control unit s
confligured lor conteoliing the opening and closing opera-
tions ol appropriate compartiment door on successiul ven-
{ication of seenre clecironic key.

According 0 an embodiment herein. the digital display 1s
conligured For displaving the video messages recorded by
the user W the approprate delivery person or vice-versi.

According o an cibodiment herein. the one or wore
cameras are conligured {or recording activities m the vicn-
ity of the seenrty door on detecting any molion using
maotion sensors during any tie of the day lor seeoriy
PUrpose,

According o an embodimeni herein. the scanner vnit s
configured for scanning REFIY tapgs of the parcel and the
biometric data of the one or more users registered wath cach
door lor sceurily purposc.

According o an cibodiment herein. the one or wore
sensors are conlipured for detecting a plorality of parametors
surrounding the door. and wherein the plorality of param-
clers comprses o woeuon deteeuon in the vicinity of thw
door. Internstional Mobile Hauipment Identity (IMI:D) nom-
ber of the smartphone preseit in close vicinity of the door
smoke and fire.

According to an embodmment herein, the power umil 15
conligured for supplying sullicient power required for opera-
tion of the door vsing one or wore rechargeable baueries.

According 10 an cmbodiment herein, the system offers
keyloss entry through the door vpon successtul verilication
ol the electronic key.

According o an embodiment heren. the system further
comprises oue o more multi-stage acators and support
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guides lor expansion and contraction ol the one or more
compariments. A power source wsed for the expansion and
contraction of cach compariment is cither manual or cleciric.

According o0 an embodimeni herem. he one or more
compuartments provided in the security door are customiy-
able 1 capucity for secomnodating oue or more packages ol
dilferent sirzes and weights.

According o0 an embodmeni herein. the system com-
prises a poral or platform oy connecting one or more
external Internet of Things (107} devices with ihe system,
and wherein the oue or more exterial OD devices comprises
CUMCHL OLIE OF INOC $CIsOrs. comuumcation modules.

According o an embodiment herein. the one or more
compartments optionally comprise hot and cold boxes for
storing hot or refrigerated products respectively.

According (0 an embodiment herein. the system s forther
conligured for providing o mobile application for installing
on the smanphoue of the vser. and wherem the mobile
application is conligured lor cnabling the user o rewotely
rack the package delivery or pick-up activity. for viewing
caplured information lrom one or more 1T devices, for
administration activity like adding/removing user and for
exchanging secured clectronic keys with the control unit.

According o an embodiment herei the system s (orther
confipured for enabling the user to share the secured clee-
ironic kevs with other users for a predetermined duration for
accessing the building through the sccurity door and for
usage ol the one or more cowpartments.

According (o an cinbodiment herent. the mobile applica-
ton provided w the user is conligured Tor allowing e user
o lock or mnloek the secunty door or the dividual com-
pariments wirclessly {rom a remoie location.

According (0 an embodiment herein. the system s forther
configured for enubling the user W rewotely upgrade the
software ol the comeol unit 1o provide additional leutures
and enlunee seeunty opuons.

Various terms are used o orefer o particular sysiem
componenis. This document does not inlend o distmguish
between components that differ in pame but not function. 1n
the following discussion and 10 the claims. the tenns
“including” and “comprising” are used 10 oan open-ended
lasluon. and thus should be micrpreted o mean “including.
but not limted 1o ... 7 Also, the term “couple” or “couples™
1s mtended to mean cither an indirect or direct communica-
ton between (wo or more clements. whether or not those
clements are o physical contact with one another, Thus. il
a lirst device couples 1o a secomd device, that connection
may be through a direct connection or through an mdirect
connection via other devices and connections. The coupling
cun aceur through two or more elements. whether or oot
thwse elements are i physical contact with oue another. The
lerms “ransnnt.” “recerve.” and “communicate.” as well as
dertvatives thereoll encompass both direet and indirect com-
wmmcation. The tenns “mclude” and “comprise.” as well as
derivatives thereoll mean nclhosion without Dinitation. The
term “or” is inclusive. meanmg and/or. The pluase “associ-
ated with.” as well as derivatives thereof, means o include,
be inchuded withm, mterconnect wilh. contain. be contamed
witlun. connect o or witle couple w0 or with. be conumuni-
cuble with. cooperate with. interleave. Juxtaposc. be proxi-
maie . be bound o or with. have. have o property ol have
a relationship o or with. or the ke The term “controller”
means any device. system or part thercol that controls at
least one operation. Such o coutroller may be implemented
i hardware or o combinaton of hordware and software

10
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unelfor firmware. ‘The funcuonality associated with any par-
ticnlar coniroller may be centralized or distnbuted. whether
locally or remoiely.

The terminology used herein is for the purpose of describ-
ing particolar example embodiments only sad 15 not
intended o be hmiting. As used heren. the singular lonuos
0" Tan” and e may be intended to include the ploral
forms as well, unless the context clearly indicates otherwise.
The method steps. processes. and  operations  described
herein are not W be construed us pecessunly requinng their
performance i the particular order discussed or illustrated.
vnless specifically identified as an order of performance. it
is also 10 be understood that additional or alicrnative sieps
may be coployed.

The terins st seeond. thied. ete. may be used herein o
desertbe various elements. components. regions. lavers and/
or sechions: however. these clements. components. regions.
layers andfor seciions should not be limnted by these terms.
These terms may be only used o distinpguish one element.
component. region. loyer or section from another region.
layer, or section. Terms such as “liest.” “second.” and other
numerical terms, when used herem, do not imply a sequence
or order unless clearly indicated by the context. Thus. a st
clemicnt. comiponent. region. layer. or section discussed
below couid be termed o sccond clement. component.
region, laver. or section withont departing {rom the each-
ings of the example embodiments. The phrase “al least one
ol when used with o list of jems. means that dillerein
combinations of oue or more ol the listed items may be used.
and only one iem in e hst may be needed. For example.
“al least one of AL 13 and O incledes any of the ollowing
combmations: AL B CoA and 3 Aand C. B and Coand A
and 13 and C. o another example. the plrase “one or more”™
when used widdy g list of ems means there may be one itein
or any suttable number of Hems exceeding one.

Various functions described below can be implemented or
supporied by one or more computer or microcontroller
programs. cuch ol which is lormed (rom computer readable
program code and embodied m oo cowputer  readable
medium. The terms “application”™ and “progrmm™ reler o
One OF MOre compuier programs. sollware components, sols
ol instructions.  procedures.  functions.  objects. clusses.
instances. related data. o g portion thereol adapted  lor
implciwentation 1 o suitable computer readable program
code. The phrse “compuier readable progrom  code™
includes any type of compuier code inchoding bui not lmited
1o sonrce code. object code. and exeentable code. The plirase
“computer readable wediom™ includes any type of medium
capable of being accessed by a compuier or microcontroller.
such as read only memory (ROM). random access memory
(RAM). a hard disk drive. a compact dise (C1)). a digital
video dise (DY), or sy other type of memory. A “pon-
transitory” camputer or microcontroller readable medium
excludes wired. wircless, oplical. or other communication
links that transport ransitory electrical or other signals. A
non-lransitory  computer o - microcontroller  readable
medivm includes media where data can be peonanently
stared sud medio where dat con be stored and later over-
written, such as a rewniable optical disc or an crasable
memory device.

In some embodinents. o seennty {delivery. package.
object) device comprised ol o microcontroller unit. o com-
muncation module. data storage memory. package detection
system, and wser interface provides data transler through an
Tnternet ¢loud based connection (o bolh a customer inlerface
device us well as o separate seever {physical or cloud-buased).
Thwe sceurity device processes and stores the data/inlorma-
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ton and has secess o the tanslerred duta and other data
stored on the physical server and customer interface device.
The data transfer may include one or more plomed or
unplanned deliveries of a package or packages or any
physical object. The data transier way also include mfor-
wation regarding the actual delivery or deliveries ol o
package or packages or any type of physical object. The data
transfer may also mclude an indication of wnanthorized
wovement of e package or puckuges or any plysical
object. In one exumple embodiment. the dsw wunsler
cludes an mdication of the unauthorized movement of a
bicycle. a bench, a potied plant. a statue. a vehicle (car. boat,
moloreycle. camper. trailer. off-road vehicle. cie.) or some
ather decorative object on the porel of a location where the
security device is located. or using o remote wircless camera
device. an object remote from the security device. The data
irans fer may also include voanthorized movement of a gaie.
door or other entry way where the sconrity device 1s located.
The duta wwansler may alse include sudio and video wfor-
wation. ‘The data transfer may oceur net ouly between the
security device and a customer interface device or physical
sepver, bt also between the enstomwer interface device and
thwe plysical server twough au Internet clond-based connee-
ton. as well as. between the physical server through the
linternet clond-based  connection o third-party  iterlace
devices or third-party physical servers.

The embodiments relate o em delivery and physical
abject security svstems. Some cinbodimwents provide o seen-
oty device that includes o memory device including stuc-
dons. Al least one processor is confipnred {or exeenting the
instructions to: receive images of at least one phvsical object
from at least one camera connected to the at least one
processorn receive s indication from at least one seeurity
tether indicating movement of the at least one plysical
object. and provide an alert based on the mdication of
movement of the at least one physical object.

One or more embodiments pertains (o a secure packape
delivery and pick-up system that the systen that meludes o
security door comprising o frone. Oue or more collapsible
storage compartments are aflixed to the {kame. Vach of the
one or more collapsible storage compariments is confipured
lor sccommodating one or wore packages. Open ends of the
one or more collapsible storage compartnents are secured
usiing compartineint doors. An clectronic mut 13 mounted on
the frame. The electronic unit is configured for electronically
controlling an operation for the one or more collapsible
storage compartineints for sceure delivery or return pick-up
of the one or more packages. A seeurity deviee is coupled 1o
he security door The seonnty device includes a memory
device having instrctions. and at Jeast one processor con-
figured for excenting the instructions o receive images of
al least one physical object lrom a first camera coupled o the
al least one processor: receive an indicaton lrow at Jeast one
security tether mdicatmg movement ol the ai Jeast one
phvsical object: and provide an alert based on the imdication
of movenient of the at least one physical object.

Some cubodiments pertain 10 u security device system
thut includes a secnnty door compasing o (rame. and one or
more collapsible siorage compariments allixed o the frame.
Pach of the one or more collapsible storage comparimoents is
configured for accommoduting one or more packages. The
security door lurther inchades an electrome unit inounted on
the frame. The electronic unit is configured for electronically
controlling an operation for the one or more collapsible
storage comparlments For seeure delivery or relurn pick-up
of the one or more packages. The svstem Turther wmeludes o
security device having [irst memory device mncluding first
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instructions. and o (st processor that is conligured  lor
exceuting the first instructions 00 receive images o the at
least one physical object {from a first comera conpled to the
{irst processor: receive an indication from sl least one
secnnty ether indicating movement of the at least owe
plivsicul object: and provide an alert based on the mdication
ol movement of the al least one physical objecis. The system
additionally includes a customer interface that includes: a
secoid mwmory device meluding second  instroctions: u
secomd  processor conligured lor executing the second
instructions W receive delivery details inlormation: retrieve
customer identification information: process the delivery
details and customer identification information: and com-
municate the delivery details and e customer wdeatilication
informaton throvgh o Orst network W the security device
and {0 a server.

FIG. 1A illustrates o block diagram of the secure package
delivery and pick-up system. according 1o one embodment
herein. Withe respect 10 FiG LA the system compnses
seenre door 102, the one or more collapsible storage com-
pariments T4, the elecironic unit 106 and the cloud based
sorver 108, The secure door 102 comprises a frame 110
confligured for ataching o any linn surlace of o building.
T secnre door 102 15 conligured for providing sccess W thw
building aler successlul verification of (e uscr,

According 10 an cmbodiment herein, the system offers
keyless entry through the secure door 102 upon successiul
verification ol the clectronie key. The one or more coliups-
ible storage compartments 104 are aflixed 1o the frame 110
ol the sceure door 102, Lach collapsible siorage compart-
ment 104 15 confipured for accommodating one or more
packages (not shown} meant {or delivery or relurn pick-up.
The oue or more collapsible storage compurtments 104 are
custowizable i sive and capacity based on user regquirement.

According 1o one embodiment. cach storage compartment
door (nienor and exterior) comprises a handle for the vser
or delivery person w0 hold and operate the door. The one or
mare compartments are designed o Manner | aeconumoe-
date o wide variety ol nems being placed inside for seeure
storage vl such time that Uwe recerver (erther mgoing or
outgoing) retrieve’s the item/package. The wide variety of
ttems inclode. but are not himited w0, o puckoge. grocencs.
food. ot or cold products. dry cleaning or even single 1es
such as u sel ol keys. an envelope. or prescription medica-
tions and the like.

According w© an embodiment herein, the clond based
server comprises the registration module 1120 the vracking
maodule 114, the storage module 116 the clectronic key
generation module 118, he notiication generation module
120, and the processor 122, [ should be noted that a module
may be a hardware component. software component. or a
combiation thereol. The registration module 112 15 conlig-
nred for registering one or more users with the system for
operating the sceure door 102, The one or more vsers are
registered with the system using o plurality o user detmls
und the detuls of the oue or more simartphones associated
with cuch user. The one or more user details comprise name.
address. contact numbers and biometric data and the Iike.
The tracking moduke 114 s configured for tracking the
delivery and pick-up activity of the one or more packages o
un appropriate collupsible storage compartinent 104, The
starauge module 116 is conligured For storing the plurality of
wser details, the details of e one or more smariphones
associated with cach user regisiered witl the sysiem and the
GPS coordinates of the seeure door 102, The elecironic key
generation module I18 is conligured lor gencration ol an
clectronic key for exchonging between the user and the
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delivery porson for operating o compartment door. The
aotification generation module 124 is configured for sending
aniomatic notifications (e, communicaiion moessaging.
alerts, eie.) 1o the one or more nsers npon suecessinl delivery
ar pick-up of the package. The processor 122 15 configured
lor processing reauests received From auy other modules and
nueracts with the storage moduole 116,

According 10 an cmbodiment herein, the electronic umit
106 is mounted on the frame 110, The elecironic wil is
confipured for electronically controlling operation of the one
or more collapsible storage compartments 104 for secure
delivery or return pick-up of the oue or more packages at
unmanied locations. The clectronme vnit 106 is wmousnted at
any comvenient place on the seeure door as per user require-
ment.

IF1G 113 Nustrates the block diagram of the electronic unit
106 provided in the seeure door. according o one cubaodi-
et herein. With respeet o UG T the electrome vait 106
comprises 8 contrel niit 124, s transeeiver vait 126. o digial
display 128. one or more cameras 130, a sconner unit 132,
one or more sensors 134 and a power unit 136, The trans-
ceiver unit 126 is conligured for transmitting an clectronic
kev entered by the user w0 venly with the seever lor
operating the secure door 102 or ndividual collapsibic
storage compariments 104, The transcerver unit 126 s
{urther configured for transmiiting the information captured
using one oF more sensors 134, The control vnit 124 iy
conligured for controlling the opening and closing opera-
tons ol un approprigle cowpartment door on successiul
verfication of secure clectronic key. The digitai display 128
is confipured for displaying the video messages recorded by
ihe user (o the appropriate delvery person or vice-versa. The
e oF more cameras 130 (e.p. T and night vision cameras)
are conligured for recording activities m the vicinity of the
secure door 102 on detecting any molon 0sing mouon
sensors aiy e ol the day for security pumpose. Tlas is done
for detecting any suspicions individoal or activity i the
vicinity of the sceure door. The activity is captured while
such mdividuals are unaware that they are bemg tracked.
The scumer unit 132 s conligored Jor scannmg radio
lrequency demtification (V1Y wes of the parcel/packages
and the blometoe duta ol the one or more vsers registered
with cach secure door for seeurity purpose. The one or more
sensors 134 are configored or sensing a plurality of param-
cters {or inlormation) surrounding the secure door 120 The
plucality of parmmeters {or nformation) may  comprise
motion detection in ihe vicimiy ol the secure door 102, 1M1
aumber of the smartphone present in close vicinity of the
secure door, smoke and {ire detection. ete. The power unit
136 15 coniigored Lor supplying sullicicnt power required for
operation ol the secure door 102 using one or more recharge-
able battertes. [n one example embodiment. a hibium won
battery mductive power supply 15 used.

IFIG 2 illustrates a side perspective view of a seeurity
door 200 jixed with o plocality of storage compartnents!
receptucles. wccording 0 one embodiment hercin,. With
respect to IIG. 2, cach collapsible storage compartment 104
comprises o series ol four sided metal boxes 202 with open
ends designed o slide e one another in o wlescopic
wer @ accomnmadate one or more packages. 3oth open
ends of the collapsible storage compariment 14 are secured
using compariment doors 204, 206 {or delivery and recep-
ton of the one or more packages respectively. The series off
foar sided metal boxes 202 are conligured for extending in
perpendicnlar direction w0 (e length of the frame 110 1w
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achieve maxinuim storage sive of the compartment and or
coniracting within cach other 0 achieve minumum collapsed
stze of the comparinment.

According w0 one embodiment berem. the one or more
collupsible storage compartneats 104 opuonally comprise
hot and cold boxes {or sale keeping ol hot or relrigerated
products respectively. Hach collapsibie storage compurtment
104 comprises an external Honge 208 (atiached ot a 90
degree angle) on ihe exierior side of e compartment and an
internal Hange 210 (attached at a 90 degree angle) on the
interior side of the compartiment for providing strength and
support W the compartmient i extended and collupsed state.
The external and mernal Quanges are alse attuched in a
perpendicular direction of the leagth of frame 110

According o an embodment herem. the secure door 200
s casy o be installed in walls, fences. o various other
substrate materials and structares. The wstallation process 1s
done cither by e user. hondvinon or any locally trained
persoil. The secure door 200 s manlbctured from industry
standard matenals w the exierior door sepment hat com-
prise all types of steel. fiberglass. wood. Masoniie and cven
glass door systems. The matenal vsed lor the manulaciurng
ol vue or wore compartiments comprise. but are aot bimited
oo steel. metal alloy. aluminum. plastic. carbon fiber. and
any otlher suable substrate maieral that properly supports
the weight and bulk of a placed em.

According to an embodiment herein. the mdividual com-
parlmients are instailed 1 any type ol exterior or interior wall
syslems. window cavitics. or gate systems of buiidings and
do ot aeed o be meorporated e o door. Furthermore.
clecirome umt m combmation with such compartment pro-
vides the operational and commumention sysiem(s) that
allows lor the expansion and contraction of the compart-
ment The user 1s notilied {e.g.. via communicalion messag-
ing. alerts. ete.) ubout successiul deliveries made. as well as
BWo-way cominmucaton between the user and the delivery
person/{iem 15 established.

FIG. 3 illusirates o back side pemspective view of a
seenrily door 300 with the one or more storage compart-
mentsfreceptacles in an expanded condition. according o
one cinbodiment herein. With respect o UG, 3 the interior
doors 206 ol ull collapsibie storage compartiuents 104 are
shown. The vser operates the interior doors 206 mdividually
for reception or retum of the packages. The interior doors
206 are alse operated by thwe user using secure clectrowic
keys,

FIGL 4A and FIG. 413 illostraie a side view of g scounty
door 400 with the one or more siorage compariments/
receplacles o expanded and collapsed conditions respec-
tively. according (o oue embodiment heremn. Wil respect o
FIGE. 4A-1 the one or more collupsible storage cowpart-
ments are shown m expanded (402) and coniracted cond:-
tions (404) respectively. The system comprises one or more
multi-stage sctogtors {uol shown) and support guides (not
showin) lor expansion and contraction of the one or mwore
compartinents.

According to one embodiment herein. scissor hinges and
supporiing rods are wsed for accomplishing expansion and
contraclion operation in combination with linear actuators,
The scissor inges and supporting rods provide Lncar sup-
port during the conrse of movement and static positions. An
interior hinged base provides support for the placoment ol'an
iemypackage once the complete expansion 1s accomplished.
A power source used for the expansion and contraction of
cach compartment 15 either manval or electne.
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According 10 one cibodinent heeeine sidewails andior
bellows are wiilized as exiterior covermg of e mnterior
components that operate the expansion and coniraction of
cach compartment.

According o one cbodunent herein. wanual operaton
of the one or more storuge compartmnents 1s asccomplished
tirrough o separate design which meludes springs and hinges
and does not require an electric molor or lnear acinators.

IFIG & Hlusirates a back side view ol a seeurity door $00
with the one or more storage compariments/receplacles in
collapsed condition. according o one embodiment heren.
With respeet o FIG. 5. the back side view ol the secure door
500 witle all the compartments i contructed condition is
shown.

FIG 64 and IFIG. 613 illustrate a from side view and a
back side view of a secnrity door 600 {ixed with a plurality
of storage  compartnents/receptacles.  according w0 one
embodiment herein. With respect o FIG. 6.4 and FIG. 613,
thwe secunty door 600 comprises lone collapsible storage
compartments of varying sivzes.

FIG. 74 and FIG) 7B illustrate a front side view of a
security door 700 with o hondie compnsing biomelric seisor
{e.g.. lingerprint. retinol recogaation. facial recogiation. ele.}
and oo cnlarged and magnified view ol the hondle with
biometne sensor respectively. according o one embodiment
herein. With respect to FIG. 7A and FIG. 713, the handles
provided for operating one or more compartments in the
secure door T00 comprise biomwetne sensors W caplure
biometne data of the dehivery person operating ihe secure
door 700,

IFIG 8 Hllusirates a back side view ol a seeurity door 800
{lixed w0 o lromwe 8023 including an electronice unit 806 und
locking systen. accordimg o one embodiment herem. With
respeet 1o FIG. 8, the avdiovisval unit 806, the display unit
808 and the lockmg mechanism 810 are shown.

According o0 an embodmeni herein. the system com-
prises un Inernet of Tangs (JOTY expandable plutiorm for
conucctng one or more exterial 1 devices with the
system. {or providing programmable and manval emergency
contact with on-site and remole access, notifications and
varions othier controel options. The one or more external 1O
devices compases wireless exterior ad teoor cameras.
ane or more sensors (such as door and window scusors.
smoke and {ire sensors, ¢ic. ). commnication devices and/or
modules and the hke.

According o an embodiment herei the system s (orther
conligured for providing o mobile application for installing
on the smartphone of the vser. The mobile application is
configured {or cnabling the uvser w remotely track the
package delivery or prek-up activity. {or viewing captured
idormation from oue or mere L devices, Tor administra-
ton activity like adding/removing user and lor exchanging
secure clectromie keys wath the conirol w124 (FIGL T13).
The mobile application provided to the vser is confipured for
allowing the vser o lock or vnlock the secare door or the
idividual compartinents wirelessly from g remote location.
The systen is lunber couligured lor coubling the vser 1o
remotely upgrade the sofiware of the control vait to provide
additional features and enhance seeurity options. The sysiem
15 Torther confligured for enabling (he user (o shure secure
clectrowe keys with other users Tor o predetenuined duration
{or accessmg the building through the secure door and for
usage of the one or more compartments. All vsers who are
given access of the secure door have their smariphone
wentification IMETD nminber registered and arcluved via the
server storage and ail the sctivities are trucked sud retrieved.
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According o an embodiment hercin. exact GPS coordi-
nates of e secure door are regisiered with the system. Ths
informaton s shared with e delivery person with every
clecirome key o ensure timely dehivery wiilli no possibiliy
ol incorreet or un-traceable address or location,

Therelore. the secure puckuge delivery und pick-up sys-
fem makes recorving and sending ol packages casy and
smple wsmng @ modular plattorn. The system inclhedes
two-way lugh deflimtion (11D} and wight vision camerads)
undd commcution system: keyless entry svstem: wircless
power systein. JOT expandable plutlonn cte. The systein
olfers a wide choice of integrated electronic secure door
conligurations. sizes and options W accommodaie packages
ol any size and weight,

The system 1s casy 10 install and provides ntinest protec-
tion ol the packages {orm theli or domages due o weather
conditions. The system is highly seowre as several seonrty
measures (such as REUY biometric data, clectronic key
exchange. mobile IMED wentilication. ete.} are considered
for thwe delivery and pick-up ol puckapes.

FICG. 9 illustrates a block diagram of a system 10 includ-
ing a (delrvery. package. object) seevnty device 11, accord-
ing W one or mere canbadiments. [ some cnbodumceats. the
secnntly systein 10, heeeinaller referred 1o as “die system™.
assists in seenring one or more packapes 80, The seearity
device 11 meludes one or more commuonication devices or
modules (or comms) 12 that trans{ors data via a st network
40 (g the Internet. o local area newwork (LANY. o wide
arca network {WAN). o private network. cte. The data may
be transferred via Wi-Fio BLUBTOGTHR . ZIGHERR,
Neap-Field Communications (NIFCY cellular data network,
cic. The security device 11 furiher includes one or more
processor devices 130 such as g microprocessor. compuler
device. microcontrodicr. ele.. that 1sfure couligured 1o receive
and process data from the communication device 12 as well
as o receive data rom o vadety of subsystems. including
but not linnied o a scanner 15, one or more cameras 16, a
user terlace 19 and one or more wethers 9 {physical. virtual,
or both). The security device 11 also includes o memory
stopage device or module 14 (ep. read-only memory
(ROM). {lash memory, dynamic random access memory
{DRAM) such as synchronous DRAM (SDRAMIL o stutic
memory {e.g.. Qash memory. static random access meimory
{SRAM). cwe.) lor storing data and instractions for perlonin-
ing various actions ol the seeurity device 1 for exeention by
the one or more processor devices 13

In ane or more embodiuents. the seeurity device T may
be powered by o direet hne {wired). with one or more
disposable batteries. with one or more rechargeable batienes
that are either removed from the seourity device 11 and
placed in a charger. or a charger may be plugged mio the
seennty device 1T w recharge the one or more butteries. (n
some cubodiments. upon removal of the one or e
hatteries from the seenrity device 11 for recharging. another
batiery or second set of batteries may be supplicd (0 continue
powering the scenrity device 11 dunng recharging of thwe
initial one or more butteries. The seeority device T may also
be conligured with a solar eleetric punel{s} or solar cell tun
converts light into clectranty (o rechame e one or more
batteries. The scanner 15 may be a bar code reader. a quick
response (QI) code scouner. any similar type of code
scaning device. o radio frequency dentilication (R4}
receiverdiransceiver, ete. The scanner 15 15 conligured to
read a code mcluded on a shipping label of a dehvery. such
as on the one or more packages 804 (e any type or sized
delivery box. puckoge. ete.). or receive an REFTD anached!
cinbedded for the one or more packages 80, The one or wore
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cameras 16 may include one or more: still pictore cameras.
video cameras. clc. [n some embodiments. the one or more
comeras 16 may inclode a portable camern device that
communicates wilh the comms 12 10 provide data and
idormation 10 caplore remole images of o plvsical obyect or
arca. In soe cobodiments. (e one or wwore cameras 16 are
conligured W captore images in the area adjucent the seen-
nty device 11 particularly pretores/photos of the one or
more packages 84 and anvone or device (ep.. delivery
vehicle, such as a drone. wireless controlled vehicle. eic))
delivering or retrieving one or more packages 80.

I one or wore embodiments. the user iterface 19 may be
it the Form ol o video display {e.g..  liquid ceystal display
(1.CD) or a cathode ray obe (CRT)) a touch display {or
resistive digitizer). one or more mpui devices (.., a key-
board and/or 2 monse). one or more speaker devices, one or
wwore microphones {e.g.. o microphone). o natural lingnage
understanding (NLUY or natural language processing (NI 1%}
device. gesture recogniton device. cte. n one ilinstrative
example. the customer interface 20 can be both a display(s)
and input device(s) that are combmed mio a smgle compo-
uent or device {e.g. an LCI> wueh sereen). ‘The user
nuerface 19 can alsoe be comprised of a button or similur
device that 1s wired 1o nog o bell such as o doorbell or the
address where the seonnty device 11 s mstalled. o some
embodiments. the one or more tethers 9 may be a physical
tether device. o virual tether trget or yone. or both, A
physical tvpe of ether 9 s deseribed i wwore detail below,
A virtual tether 9 may be one or more visual light comeras,
infrared lipht cameras, motion sensors, depth cameras {c.g..
MICROSOF TR AZURER ). portable cameras. ole.. or any
combination thereol. [0 some embodiments. the virual
tether 9 way melude use of light pulses. heat or thwmal
measurements. radio waves. ele.. o detect motion. Using the
one or more cameras 16, Passive infrared (PIR) sensors may
be employed 1o monior for ambiont heat that is emitied by
people. animals. cte. A PIR sensor detects movement ol
wann “objects” sudfor o temperature differental between
ihe object and the background scene. In somwe embodiments,
ihe sensed diflerential may be used 1o signal the one or more
cameras 16 (o commence recording and an alert {e.g.. via an
app o a st deviee {e.g.. simartphone. computing pad.
eled. email. wext wmessuge. cellular message. o wircless
remoie device (g a fob. remoie conirol, ete ) may be sent
o the vser. [n some embodiments. computer vision (CV)
way be ciaploved for vinoal wiher 9. Cowputer vision uscs
software ol the one or wore cumeras 16 for analvzang
sequential frames of a live video feed lor differences. and
registers @ motion event when a large enough change is
detected. In one embodiment. o sipnificant change in pixels
over shor periods of time are used Jor comparison o the
longer term average W0 detenuine that sometinng way have
oceurred. [n another embodiment. OV may track gronps off
pixels and identify directional patterns, o, there was 2
particular dot one (rowe ago. but now there is the dot and
one pixel o e left {e.g.. sud analysis may be emploved 1o
recognize moving objects). OV attempts 1o deteet mouon
and possibly determine the shape of the object that moved
(e for companson 1o known shapes or outlines). [n some
embodinents. advanced methods way be added o clussily
thwe moving olyect. {e.g.. a persoit. an annnal. a vehicle. o flag
moving. eic.} m order o determne which detection signals
are maportant 1o the vser and which are irrelevant and should
be jpnored (ep.. animals, Hags, trees. ete). Whether e
tether 9 13 vietnal or physical. 1t deteets vnunthonzed move-
it ol the one or more puckages 80,
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In some embodiments. the sceurity device IT may be
conligured with one or more sirobe or visible alerts 17, such

as light emitting diodes (1LEDs) of any color, combination of

colors or selecied colors, strobe lights, elc. as well as one or
mare speaker or audible alerts 18 {c.g.. transducer. lond-
speaker. an alarm bell. ele). The visible alerts 17 and audible
alerts 18 are connected to the one or more processor devices
13 such that the one or more processor devices 13 activate
the audible gicrts 18 and visible alerts 17 upon the wiher 9
detecung vnanthorized movement ol the package {or other
phivsical objects) 80, and sends the mformation or duta o the
one or more processor devices 13 The one or more proces-
sor devices 13 may also activate the one or more cameras 16
w record the vnamborized movement of the one or more
packages 8. The visible ulerts 17 and andible aierts 18 may
be configured to activaie at a very high level of light and
sound when the one or more tethers 9 detect unauthorized
movement of the one or more packages or other physical
objects 80 i order W both alert the owner (or authorived
persoin or robouce device) of the security device 1 of thw
manihorized movement. as well as o alarm, scare off or
dissnade the person or device that is cansing the wanthor-
ired movement. The visible alens 17 and sudible alerts 18
may be conligored (o uctvate ot g low level ol bght and
sound when the secunty device 11 receives information of a
pending delivery from a customer interface 20 or a server 30
as desertbed herem in order (o provide visible and audible
guidance w0 the delivery person or device and W ensure
timely and sceurute delivery.

In one or more embodiments, the system 10 meludes a
customer imer face 20 including one or more communication
devices or modoles (or comms) 21 conlipored 1o send
comuands o the security device 1L and receive sud send
data {or inlormaten) related w the system 1. The costomer
interface 20 may inchude one or more processor devices or
modules 23 such as one or more MICroprocessors, compul-
ers, microcontrollers, ete., that are configored (o receive data
e process duta From the comms 21 as well as fron a
machine-readuble storage memory 27 (e, ROM. (hsh
memory. DRAM. SDRAM)L a siatic memory (ep. {lash
memory, SRAMY. eic.). The memory 35 may include both
instructions and data, The one or more conmunication
modules 31 are also confignred For transierring data 1o and
from the server 30.

In one or more embodiments. the supervisory interface 37
may also include o wser interface 25, which may be in the
form of u video display {c.g. an LOCD or CRUL o wuch
display {or resistive digitizer). one or wwore inpat devices
(v, a keyboard andior a mouse). one or more speaker
devices, one or more nucrophones (e.g.. a microphone). an
NLUENLP device, gesture recopmtion device, ele. [n one
illustrative example. the customer mnterface 20 way be both
u displavis) und nput device(s) that are combined e
smple component or device {eg.. an [.C1Y touch screen.
cic.). The customer mierthce 20 may be a porsonal compuler
{(PCY g tablet computer. o wearable (e, wristband. pen-
dant. ele. ) o set-top box (81130 a personal Digital Assistant
{PDA}Y. o mobile phone. o camera. g video cumera, or any
device capable of excenting a set of istructions (sequential
or siherwise) that specify actions 1o be taken by that device.
The customer interfzee 20 may be powered by o direet e
{wircd}. with ane or more disposable bulleries. one or wore
rechargeable batteries. eic.

In some embodiments, the sysiem 10 mcludes a server 30
that may take the form of a distributed and/or virtualized
computer or computers. The server 30 mcludes o lirst
conuumcation interlice (or comunsy 31 configured W com-
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wmmcate with the costomer nteriaee 20 and the sceurity
device 11 via the fisst network 40 In some embodiments. the
fipst network 40 may include wired andior wireless network
connections. The server M) includes a one or more processor
devices 33 and o one or more machine-readable storape
wwimery  devices 35, which way be relerred w0 as o
“memory.” that stores instructions for performing the vari-
ous actions of the server 30 for execution by the one or more
processor devices 33, The one or more processor devices 33
represent one or more general-purpose processing devices
sucl as o microprocessor. wicrocontroller. CPLL or the like.
On one embodiment. the one or more processor devices 33
may be a complex instrction set compuiing (C1SC) micro-
processorn reduced instruction set cowputing {(IXI8C) nucro-
processon very long instroction word {VIITW)Y microproces-
sor. o processor implementing other instruction sels or
processors mmplementing a combation ol instiiction sels.
cic. In some embodmments. e one or more processor
devices 33 may also be oue or more special-purpose pro-
cessing devices such as an application specilic integrated
circuit (ASIC). a ficld programmable gate array (FIXGA). a
dipital synal processar (DSP). network processor, cie. The
one or more processor devices 33 execute stractions for
perlorming any of the operations and processing discussed
herein. ‘The memory 35 may ke the lonm of any tvpe ol
machine-readable  storage memory (e, ROM.  lash
memory, DRAM. SDRAM. a static memory (e lash
wemory. SIAM. ete.}. and o data storage device. wiuch
comuuiicate with cuch other via o bus. While the memory
35 v shown in the llustrative examples (0 be a single
mednum, the term “memory”™ should be taken o nclude o
single mediom or multiple media (eg. a contralized or
distnbuted database. and/or associated caches and servers)
that store the one or more sets ol ostructions, The erm
“memory” shall also be iaken to melude any medum thai s
capable ol storing. encodmg or carrving a sel ol mstructions
{or exeention by ihe machine and that canse the machine 1o
perlorm any once or more of the methodologies ol the present
disclosure. The werm “mewory ™ shail accordingly be wken 1o
{urther include. but not be limited (o, solid-state memories,
optical media, magnetic media, cic.

I some cubodiments. the server 30 may inclade one or
wwore servers 30 that form g distributed computing architee-
re. Pach of the servers 30 may include one or more
processing devices, memory devices, data storage, and/or
network mierlace cards. The servers 30 may be in commn-
nication with one apother via oy suituble commumcation
proteal. fn one or wore embodiments. the server 30 may
melude a supervisory interface 37 The supervisory intertace
37 also mary inchade a video display (e an 1O CRT cle..
one or more mpul devices (e, a kevboard andlor a
wouse ). and one or maore speakers or equivalent. o one
Hlustratve example. the video dispiay and the input device
{(s) may be combined inlo a smple component or device (e.g..
an LOIY touch sereen. cie). The supervisory interface 37
way be used w aploud mivrmation o the memaery 35 or w
retrieve daty lrom the memaory 35, The supervisory interlace
37 miay be used 0 apdate or modily mstroctions stored i the
memory 35 execnied by the one or more processor devices
33 or 1o review instrctions previously exccuied by one or
wore processor devices 33 that have been stored i the
wemery 35,

In one or more embodiments. the system 10 may be
connecied via the Lirst network 40 1o o third-party server 50.
The {irst network 40 may be o public network (eg.. con-
uccted o the Tnteroet vin wired {c.g.. Vihemel cle} or
wircless (Wi-U'1L ete.)). o private aetwork {ep.. o TAN.
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WAN. WILAN. ctc.). or a combination thereol. The third-

party server 50 may be conligored o conduct a variely of

processes meluding. bt not mited (o, recerving an addroess
and delvery istructions associated with the seeurity device
Il on o mapping database ol the third-panty server 50, Lor
example. in one cubodiment the tard-party server 50 may
be a commercially available mapping sysiem that is com-
monly used by conswmers and businesses 1o locate an
address. Tu unother cimbodinent. the turd-party server 50
may be g privale mapping system ut is commonly used by
u business W allow their emplovees o locate an address.
These businesses may mclude, but are not hoied o, a
delivery service. a car share service, a lood delbivery service
{c.g. lrom o restonrant. g convenient store. a supermarket.
cle.) o car ade service. o document delivery service. mail
delivery, an emergency service such as the police or sherifl’s
department. the fire depariment. an ambulance service. ele.
It can be appreciated that using the system 10 0 send an
address and delivery mstroctions associated with the secu-
rity deviee I1 way be very helpinl m enabling business
services, and even friends and family of the customer or
business owner af that address m physically locating the
address and delivering o puckoge 80 10 that location 1 u
secure munier. This may be panticularly beneiicial in cusure
timely. asccurate. and secure delivery m locations that are not
casily wdentilied and distet such as. but not lmiied 1o,
apariment bwmldings. shoppmg centers. pated complexes.
rural arcas. cle,

IIG. T0 aliustrates o block disgram ol another system 10
including the securily device 11, according 1o one or more
cmbodiments. For one or more embodiments. the sysiem 10
has all the elements as described above reparding the sysiem
10 of FIG. 9. I one example embodiment. the tether 9 is o
plivsical ether that extends from the seeurity device 11 and
altaches 0 the packoge 80, In some cmbodiments. the
physical tether 9 includes a retractable cable wath o package
attachment clement al one end and attachment 1o the scounty
device 1 ot the other end. Tn one cinbodinent. the retract-
uble cable is repluccable due 10 normal wear, lor another
cable in another color. a longer cable. clc. [n one or more
cmbodiments. the wiher 9 can be aitached 1o the package 80
by way ol'a chip at the end of the wther 9 that can grab o hold
ol a portion of the puckage 80, In other cibodiments. the
plivsical ether 9 may also be atached (o the package 80 by
other elements located at the end of the ether 9 incloding.
but not limited w. an adhesive surface. a barbed spike. o
magiwel {e.g. u lerrie magonet. Neodymium magael. ele.} o
set ol magnets. o ook device. o net or similar element thit
wraps around all or a portion ol the package 80, ole. Any one
ol these or other elements may be used 0 secure the wiher
9 o the package 80 The package attachment may be
confligured with o motion scusor. an aceeleromeler seusor. o

gyroscope. or o combinaton thereell Any of these types of

sensors may nclude inlernal wires 0 cnable he physical
tether 9 10 send datad/inlomation W the one or more pro-
cossor deviees 13 regarding unauthorized movement of the
package 80 m order 0 set oll the visible alerts 17, audible
alerts 18, and or the one or wore cameras 16 inorder o deter
the unauthorized movement and secure the package 80, [n
additon. the sensor(s) m the package attachment may be
wirclessly conuected o the one or more processor devices
I3 1w sendfronsmit dota, inlonmation or o combination
thereol regarding vnanthonzed movement of the package 80
or the tether 9 ssell

I some embodiments. the physical wether 9 may be a mat,
pad or platform that is connected 1o the sceurity device 11
cither by o wired andfor wircless network connections such
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as Wi-UL BLUBETOOTT &, ZIGIEE & NEFCL cellular dana
actwork. eie. The tether 9 as a mai. pad or platform may rest
on any Hat (or mosily (ai) surlace and deiect the weight or
mass of the packape 8¢ that has been delivered and detect
chunges e the weight or mass ol the package 80 aller
delivery and send that duta or miormation 1o tw one or more
processor devices 13 in order to activaie or sel off the visible
alerts 17, andible alerts 18, and or one or more cameras 16
e deter the unamiwrized movement and seeure the puckage
80.

FIG. 1T ilusteates o block disgran ol an embodiment ol
system 10 for security of mnliiple packages 80, 81, accord-
mg W one or more embodiments. This ecmbodiment has all
the clements described in the embodiments desenbed with
regard 1w UIG. 9. In some embodiments. the tether 9 is
configured (o secure package 80 and package 81, Package 80
may be delivered al Time A wherein the security device 11
15 conligured by the customer intertace 20 10 recerve pack-
age 80 by providing nstructions via the user inlerface 19 w0
thw delivery person or device o scan the package code with
the scanner 15, After the package code is scanned with the
scanner 15, ihe package mbormation 1 conlirmed wiih
structions received from the customer interlace 20 or the
server 30, The vser interlace 19 then provides mstractions o
thwe delivery person or device meluding inlormation s 1w
whoere o place the package 8¢ such that the tether 9 s armed
when attached 1o a physical tether 9 or a yone s turned on
for a virtaal wther 9. For the vinual wiher 9. these mstruc-
tuons may include an mage ol tw area e fromt of the
security device 11 indicating a highliphied location for
placing the package 80 (e for oplimal visvalization via
the one or more cameras 16, {for optimal conccalment. it
possible. clear line of sight. reduced physical interlerence.
ele). For the viroal wether 9. thwese nstractions may also
include projecting @ zone onto the arca in front ol the
security device 11 by usmp the strobe 17 or similar hyght
sonrce o highlipht the arca with a locused beam of light.

I one or more cinbodiments. for o physical tether 9. the
structons inchade the process [or extending the wther 9
{rom the security device 11 and attaching 1t to the package
80 Aller the physical tether 9 1s attached or the virinal tether
4 1y armed. the mstructons way welude o notice on the user
nuerface 19 or an alert {c.g.. via an app on g smart device
{e.g.. siartphone. computing pad. ete. ) cimal. wexomessage.
cellular message. a remote wircless device (e, a fob,
remote control. ete.)) that confirms the tether 9 is armod and
thw puckuge 80 is secured. The seennty device 11 may then
receive additonal instrections frow the customer interiace
20 regardmg the delivery of'a second package 81 at Time 13,
which is different from Time Ao When package 81 s
delivered. the vser interface 19 on the security device 11
iy provide lnstructions o the delivery person or device for
scaniing the puckuge delivery label wath the scanner 15,
Once the scanned information is conflrmed. the vser mnter-
{uce 19 then provides istructions (o the delivery person or
device as o where the puckage 81 should be placed such that
thwe twether 9 will be armed Jor both previonsly delivered
puckuge 80 and the new puckage 81,

In some embodiments. for a virinal fether 9. ihe instruc-
tons inchede an image of the arca in front of the sceurity
device 11 mdicating o laghlighted locution for placing the
puckage 80, For the virtual tether 9. these mstructions nay
also inchede projecting a zone onto the arca m front of the
security device 11 by usmp the strobe 17 or similar hyght
source to highlight the area with a locused beam of light.
The highiigined area way be adjacent the package 80. ity
be on the wp ol the package 80 or one or more sides of the
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package 80, For o physical wther 9. (e instroctions may
inchude the process for extending a second tether 9 from the
secnrily device 11 and attaching it 1o the package 80 Aller
the one or more physical icthers 9 are attached or the one or
more viroal tethers 9 are anued. the instroclions may
incinde a notice on the user nierlace or an alert {e.g.. via an
app on g smar device (cp.. smariphone. compuoting pad.
clc), emal, toxt message. cellular message. o wireless
remwote device {eg.. g fob. remote control. cle.}) that con-
fins the wther 9 is armed and both packoges 80 and
package 81 are seoured. o addition. the ether 9 may be u
mat or platborm and e vser inlerface 19 may provide
instructions o the delivery person or device to place pack-
uge 81 adjucem W package 80, which was alrcady on e
mat’platiorm or on wp ol packape 8¢ {aircady on thw
mat/plaiionm). In cither case. the mat‘platiorm tether may
detect the additional weipht or mass of package 81 and
transmit that data or information to the one or more proces-
sor devices 13 which then transmit instructions 1o (he vser
interluce 19 w display o notice that the packages where
“Amed” and “Secure.” or provide an alert (e.g.. via an app
o a smarl device (e.g.. smariphone. compuiing pad. cic.).
cinail. wext miessage. cellulur message. o wircless remole
device {e.g.. a Job. remote control. ete.))

In ane or wore embodiments. the customer wterlace 20 or
the vser interface 19 may be used fo define the Jocation. size.
and shape of the virtual tether 9 armed and secure vone. or
example. the costomer interfzee 20 or the user terlice 19
may be used w deline o very small arcu {e.g.. 2 leet wide by
2 feet deep by 1 oot high virinal tether 9 zone that begins
2 feet in front of the seeurity device 11} in order (0 arm and
seenre o package or object 84 that fiis nside that zone that
is plauned for delivery, By delimng g particular zone. the
delivered package 80 can stull be armed and secured. and any
additonal movement outside of that zone does nottrigper an
manthorized movement event (.. an animal {(eg. acat. a
dog. elc.) walking by one {ool outside the sone will not
cause o trigger). The customer interface 20 or user interfuce
I9 may be vsed w npdate or change the sive of u delined
virinal fether 9 zone m order 1o arm and secure a larger
package 80 or {or the planned delivery of addiional pack-
ages on g particular day. In additon o deliung a vinual
tether 9 yone. the customer interface 20 or user interface 19
may also be used W define o larger movement detection zone
outside of the virtual tether 9 zone. For example. a small 2
feet wide by 2 {eet deep by | oot high vidual tether 9 zone
that starts 2 leet m lront of the secunty device 11 may be
defined. and an additonal 1) oot wide by 25 Jeet deep by
8 feet high movement detection zone may be defined that
starts 4 feet in front of tie seeurily device 110 This move-
ment detection zone may be used 1o delect movement
outside ol the virual tether 9 vone. and that movement may
cuause u dillereat set of actions by the security device 11, For
example. the customer interlace 20 or user interface 19 that
was wsed o define the movemoent detection zone may also be
used st a low level visibic (or strobe) alent 17 (1F1GS, 1-2)
unelior g low audible (or speaker) aleet 18 andéor Wi on thwe
oue or wore cameras 16 o send video duta o the customer
interface 20. In this manner. the seeunity device 11 provides
both of the armed and sceure functions for sccuring a
package 80, as well as o notificution und deterrence Tnetion
reluted W an mumthonyed person approaching the packuge
80

In one or more embodiments, the security deviee 11
includes a bell or speaker 7. 'The bell or speaker 7 may be
confligured 10 activate thwe doorbel] of the location where thwe
secnnty device 1 is located. The bell or speaker 7 may be
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conueceted 0 the doorbell enther with o direct line wired or
wirclessly. The vse of a separate bell 7 w0 activale he
doorbell of the location where the seeurity device 11 s
locaied provides one process {or activating he doorbell. In
one cinbodiment. the user mterluce 19 may be used 1o
activate the doorbell. Vor example. the vser iteriace 19 may
mclude a touchscreen thai is conligored with a window or
popup window with a virinal bution or bell on i that when
pressed activates thwe location’s doorbell. The user iterlace
19 may aise inchade o microphone that deteets the sound ol
arrival of o person or device and automatcally sctivates the
doorbell. Aliernately the microphone may activaie the door-
bell after detecting the command “Ring the doorbell™ that
was spoken by the arriving person using NILU/MNLP. Tn one
embodinent. the oue or wore cumeras 16 may be vsed 10
visually detect the arrival ol a person or device to activaie
the doorbell.

In some embodiments, the secourty device 1T meludes a
globul posinonmg sensor {(GIPS) receiver 29, The GIS
recerver 249 is couligured o receive data/inlormation from at
least one satellite petwork and to transter that data/inlorma-
ton o the one or more processor devices 130 The GPS
data/information may be wsed o assist in locating the
security device 11 by the third-party in order w0 clliciemiy
deliver o package 80 w0 thw correet location.

FIGL 12 shows a side perspective view of an example
embodmment of the seeuniy device 11, according o one or
wwore cinbodients. VG, 13 shows g botown perspecuve
view of an examiple cnbodimet of the secunty device 11,
accordmg W one or more embodiments. FIG. 14 shows a
side perspective view of the security device 11 showing an
example user interface 19 display. sccording (o one or more
embodinents. In UG 12 an exowple seeunty device 11 is
shown inclading o housing 1227 with o user mterface 19 0
camern 16, a scanner 15 and a bell 7 on the front surface. The
hovsing 1227 mcludes a speaker or audible alarm 18 on the
wp surface. The user interface 19 is configured to display the
address numbuer ol the location. By displaving the address
uumber. the vser iuterluce 19 assists the delivery person or
device in locatmg the correct delivery address. In FIG. 13
ihe bottom of the bouwsing 1227 is configured with a (physi-
cul} tether 9. Withe the secunty device 11 mounted on an
exterior wall ol o location. the tether 9 has o cleur view ol
thwe gronnd surlace in front ol the seeurity device 11 in order
o secure packages placed on a surliee o front of the
security device 11,

I some embodnnents. FIG. 13 shows o single wether 9.
The security device 1T may alse be confligured with addi-
tonal tethers 9 (e.p.. 2. 304, cie ). which may vach be nsed
o secure diflerent packages. '1GL 14 shows the scourity
device 1T with the user interlace 19 showing a menu display
of different options. adjustments. Jeatores. cle. The user
nuerface 19 displays o wide variety ol images and inlonua-
ton. meludmg bt not hmited 1o, the location address. ihe
image caplured by the camera 16, instructions for a delivery
person o scail o package. nstructions on how o arm the
delivered package with cither o physical or vidual wiher 9.
uotification that o puckage 15 armed or seenre. ete. The
package or other physical object may be disarmed by the
owner of the seeurty device by either inputiing disarm
strucuons via the customer terlace 20 (PGS, 9-14) or
the user nterfuce 19 The owner or amborized person may
also send disarming mstructions to the seourity deviee 11 to
be displayed on the user interface 19 in order 1o cnable a
designated person that is authonzed o disarm the packape
80. I some embodiments. focial recognition may be
emploved m order © recognive authonyed ndividuals or
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delivery persons. or W send an alert and image or video of
any unrccopnized mdividuals (o the user.

FIG. 15 shows an example process 1300 for processing
and transmitting data from a cusiomer interface 20 (IIGS.
9-14) 10 both the seennty device 11 (FIGE. 9-14) and o
server 30, according o one or wore cinbodineits. The
process 1300 may be performed at the customer interface 20
by processing logic that may melde hardware (cireuniry.
dedicated logie. cle.). software. or o combination thwreol.
The process 1300 andfor cuch of their mdividual Tanctions.
subroutines. or operations may be perfonued by one or wore
processors of the customer interface 20 (e one or more
processor devices 23 of FIG. 9) implementing the process
1300, n some cobodiments. the process 1300 may be
performed by o single processing thread. In owe or wore
crzbodiments. the process 130 may be perlormed by two or
more processing threads. cach thread implementing one or
more individual functions, rontines, subroutines, or opera-
tions of the methods, o block 1302, die process 1300
provides that the costomer mierluce 20 receives puckoge
delivery deiails (datadinformation) through o vser interface
19 (IFIGS. 9-11). The package delivery detals may include
delivery address information. special instroctions. cte. The
delivery address information way be mput using the user
interluce 19 1 the standard form or addresses e that
location such as strect number. street name. vnit number,
namie of own, name ol state or provinee, the address code
such as a zip code. cle.

In some cibodiments. the package delivery details may
inchude the date and approximate timwe of the plamed
delivery. The package delivery detals may {orther include
delivery company information inchiding the delivery com-
paiy pame and delivery company contaet inlormatoen. in
one or more cinbadiments. the delivery driver or device
details (e.p.. type of vehicle or device, image of the driver.
license plate information. cte.} may also be mcluded in the
package delivery detmls. The package delivery detmls may
addinenally melude the number ol puckuges being deliv-
cred. the relative sive of the packages. the contents of thw
packages. the weight of the packages and any specific
instructions to ensure secnre delivery of the packages. In
block 1304, the process 300 provides that the costomer
interiace 20 retreves unigue customer ideatilication inlor-
mation that is stored on either internal or external memory
(e, momory 27 of FIG. 9) The customer identilication
information may include cnsiomer first and last name.
custowner’s maling addeess. custower’s email address. cus-
womer's phone wnmber. customer password. unigue dena-
{ication number assigned 0 the customer at the time of
purchase of the security device T1 or assigned aller purchase
ol the secunty device 11 while repstering the scovrty
device I1 with the manufactarer.

In some embodiments. in block 1306 the process 1300
provides that the delivery information and unigue identifi-
cation information are processed (o, using one or more
processor devices 23, FIGE. 9-11) and trunsmitied through o
network (e, the fiest nowork 400 TGS, 9-11) by e
comins 21 (G, 9-115 1o the server 30108, 9-11 ) and the
secnny device 110

In one or more embodiment. for ease of explanation. the
process 1300 15 depicted sud described as @ series of
operations. 1iowever., operations 1 accordance with tios
disclosore may occur 1 varions orders and/or concurrenily.
and/or wilth other operations not presented and described
herein. FFor example. the operations depicted in the process
1300 way cceur in combination with any other operation of
uny other method disclosed herein. Porthennore. not all
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Hllustrated operations may be regquired o unplement the
process 1300 m accordance with the disclosed subject
maiter [n addition. those skilled m the art wall understand
and appreciate that the process 1300 could alicrnatively be
represcited s o series of terrelated states via o stule
dingram. o dirceted graph. o detenuimstic Ooite  stute
aiomaton. & non-delerministic finile state aniomaion. a
Markov dwgram. or event diagroms.

F1C. 16 shows un example embodiment of o process 1400
lor processing and transmitting data From a server 30 (1IGS.
$-11) 10 both o third-purty server 50 (FIGE, 9-11) und o
customer interface 20 (FIGS. 9-11). according 0 one or
more embodmments. The process 1400 may be performed by
processing Jogic that may melude hardware {circuntry. dedi-
cuted logie. ete.). soltware. or a combination thereol. The
process 1400 andior each ol its individual fonctions. sub-
ronines, or operations may be performed by one or more
processor devices 33 (FIGS. 9-11) of ihe server 30 (FIGS.
$-11) implemientung the process 14000 In sone cimbodi-
weids, the process 1400 may be perfonued by o single
processing thread. In one or more embodiments, the process
14004 may be performed by two or more processing threads,
cuch thread implementing one or more individual functions.
rontines. subrontnes. or operations of the process [40H). In
biock 1402, the process 1400 provides that a comins 31
(FIGS. 9-11) of the server 30 receives package delivery and
customer identilication information from the costomer inter-
luce 20 (FIGS. 9-1T) throngh the first network 40 (FTGS.
9.11).

In some embodiments. in block 1404 the process 1400
provides that the verified customer information that is stored
on arther internal or exiernal memory (e.g.. the memory 35,
FIGS. 9-11% 15 retrieved. The retrieved veridied customer
idormation and the received customer dentfication mfor-
maion are then processed using the one or more processor
devices 23 (F1GS. 9-11) 1o ensure o maich. In block 1406 the
process 1400 provides that i the two sets of information do
uot properly matele an crror messuge or alert 1s generated by
the ane or mare processor devices 23 sent o the comins 31
(F1GS. 9-11) and transmitied through the network 40 10 the
customer interface 20 in block 1408, In block 1410 the
process 1400 provides that i the two sets ol information
properly matehn. the package delivery mformation and cus-
tomer identificaton ifonmaton are processed by the onwe or
more processor devices 23 into map application program-
ming mierinces (APs), sent o the comms 31 and transmit-
ted through the network 40 w e dird-party server 50,

In one or wore cubodiments. the moap APls may be
utilized by the third-party server 50 1o facilitate information
o a delivery person or the safe and tmely delivery of a
package to the location of the security device T1. The
operations depicted in the process 1400 may occur in
combination with any other operation ol any other process
disclosed herein. Furthermore. not all illusizated operations
may be required W implement the process 14H) m accor-
dunce with the disclosed snbject watier. In sddinon. those
skilled in the art will vaderstond and appreciate tun the
process 1400 could alteruatively be represented as o series ol
mierrelated states via a state diagrom. a direcled graph.
determmistie {inite state avtomaton. o non-determimstic
finite state auomaton. o Markov diograim. or event dia-
IS,

IFIG. 17 shows an example embodument of a process 1500
{or processimg and transmitiing data {rom the seeurity device
1T (FIGS. 9-11) o both a delivery person and e cusiomer
nerface 20/ (101G, 9-11), according 10 one or more cubodi-
weits. in some cinbodiments. 11 block 1502 of process 1500
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provides that the comms 12 (FIGSE. 9-113 ol the seeurny
device 11 recetves package delivery informaton from the
customer nterface 20 through a network (e the {irst
network 400 FIGS. 9-11). In block 1504 process 1500
provides that o processor (C.g. OUC OF IMOIC PrOCessOr
devices T3 FIGE. 9-11 processes the delivery inlormation
o properly sciup the security device 11 In block 1506
process 1500 provides that the processor sets up the sceorty
device 11 by preparing package delivery nstructions o be
displayed on g user mterlace {e.g.. vser interfoce 19 FIGS.
9- 1T} and/or delivered by an indio speaker {e.g.. speaker 18,
FIGS. 9-11) and also by placing a tether (eg.. icther 9
{physical. viriual or both, FIGS. 9-T1). a camoera (e, one or
mare comeras 16 ol FIGE, 9-11 ) g scanoer {e.g.. sconner 15,
FIGE. 9-11). and an alent {e.g. strobe T7. FIGS. 9105 1 a
ready state.

In some embodiments. in block 1508 the process 1500
provides that a package delivery is detected by one or more
ol the scanner. the comera. or g tether, In block 1510 the
process 1500 provides that the processor processes the
delivered package information and verifies it against the
previously recerved pending delivery inlormation. which
may be retrieved lrom g mewory location {c.g.. (he memory
4. FIGS. 9110 0§ the inlomuauon 1s verilied. then in biock
I512 ol the process ISC). the processor enables thwe delivery
instructions on the vser micrlace andfor delhivered by the
audio speaker o ensure the packape s placed correctly.
Aller the package is place correetly. the ether 13 armed o
deteet harther unouthorized movement of the puckoge. In
block 1514 the process 1500 provides that a tether detects
mthorized movement of the packape and sends that
information w the processor. which cnables an alert (.
speaker-ulent 18, strobe 17, FIGE. 9-10. the coera. via an
app ou g smart device {c.g.. smarphone. compuung pud.
clc), emal, toxt message. cellular message. o wireless
remode device (o a fob. remoie control, eic.)).

In one or more cmbodimments. e processor also sends
inlormaten of the unauthorized movement incloding data
from o cowers apdfor microphone 10 o communicalion
maodule (e.g.. communication module 12 of FIG. 9) which
transmits the inlormation irongh the network 1o the cus-
wimer nterluce. I this manoer. process 1500 provides
immoediate miormation w the owner of the security device
Il of the unouthorived movement of o delivered package.
The security device 1T may also be confipured o send
information of the unauthorized movement of the package
incinding o video leed direatly w the local authoritics (o
ciable the umely dentificaten and apprehension ol thwe
person (or device) moving or akmg the package.

In some embodimenis, m process 1500 e customer
intertace or vser inferlice may also be vsed o define whai
nmthonyed movement of the packuge entls. (n owe

example cimbodiment. the puckage may be o puper bag of

proceries or o small and lght weight bubble wrap envelope.
In this example. a breesze may coanse one or more small
movements ol the package that would not be classified as
nimthenzed. and the owner of the security device 11 would
not wanl o potification or alurm w be wiggered. n one or
more embodiments, the customer interface or user interface
may be uwsed io deline unavihorized movement as the
package 80 moving g purticular distance. such as more than
2 meches e any direction. more than 4 inches o any
direction. cic.

In one or more cmbodiments. the customer interlace or
wser interlice may also be used to deline bow long afler
scaning a package label or receiving an REIFDD of u puckoge
belore the virtual wther is armed. [ some cinbodnuents. the
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customer interface or user interluce may be vsed w0 deiine
how long alier placing twe package in the virual tether vone
before the virual tether is armed. In one example cbodi-
ment. o mliiple packages are being dehvered. the tme
between scanning the fiest package and arming the virtual
tether may be set for 2 minutes. Jor 3 mmtes. ete.. (o allow
all the packages 1o be scanned and placed belore arming the
virtual tether.

In somwe embodiments. through o combination ol the
processes 1300, 1400 and 1500 (FIGS. 15-17) as deseribed
herein. the security device 11 customier mnterfoce 20,0 and
server 30 of the system [0 provide secure authorized and
location precise comtact-less (for virtual tether 9) or minimal
contact {lor plysical wiher 9} delivery by tiard parties ol one
or more delivery puckoges. The systen 10 may be used in
his manner 1o deter packape theli. The system 10 may also
be used in this manner o assist in the identification and
apprehension related o package theli. The system 10 may
also be vsed i this manoner w0 assist i the acenrate delivery
of puckages w the intended locauon. The processes 1300,
1400 and 1500 also provide enhanced noiilication o a
customer ol the delivery of a package as well as the
unauthorized movement ol o package that bas been deliv-
cred. The processes 1300, 1400 and 1500 way also provide
enhanced notfication W o third-party ol the delivery of o
package as well as the vnanthorized movement of o package
hat has been dehivered. For example. a third-party delivery
service cail opl-in o the svstem TG data aetwork subscrip-
ton so that the third-party can receive notification from the
system 10 thwough a fist network 40 of the success il
delivery and/or successtul delivery and amming of one or
more packages. The third-party may also be notlied by the
security device T of unuuthorized movement ol the deliv-
ered and armed packageds) throngh the fiest network 40 w0 o
third-party server 50,

In one or more cmbodiments, the process of seenring
packages and deterring package theli can be helplul i many
different siations. For example. when scenrately deliver-
Ing o package o o partenlar apartment o a large apartiment
complex. ithe apariment Jocatton i many mappmg locations
15 shown as just the front door ol the apartment bmlding . The
actual locution of the individual apartiment 1s olien aot
designated with more precision than the Front cutranee. This
cun be of even more ipertance when there are nnnerons
buildings m an apariment complex. Using the sysiem 10
(FIGS. 9-11) allows the delivery person o ensore proper
delivery location. Similarly. o mall oflen shows every busi-
uess address located m the mall ot o single location when
cach mdividual business has its own umguee location m the
mall. Usmg the sysiem 10 embodiments may assist both
residential cusiomers and business customers © provide
wwore sccurale and secure locations so that foends. delivery
SCIVICES. CIMCTECRCY management services. and customers
can all {ind the residential and or business location lor faster
delveries.

I some embodiuents. e system 10 (FIGS. 9-1T) may
alse be uselnl Tor locations that do aot have o designated
address. such as o location that 1s still under development or
a location that is under redevelopment. During large con-
stroction projecis such as residential or commercial devel-
apment or redevelopinent it is still inportant For suppliers w
quickiy (ind the current location i the development site and
deliver the reguested supplies safely. The sysiem 10
described herein may be very helpful in direciing supplicrs.
workers, mspectlors. visiors, cic. o the desired Jocation or
locations i the development site. Snnilarly wany ruiral
locations and many locations in under-developed countrics
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do not hoave detaled and specilled addresses o seeure
delivery leatures. The sysiem 10 embodiments can be help-
ful in dircciing frends. delivery  services.,  cmergency
responders, cusiomers and the hke o mral locations and
locations in conntries and Jurisdictions that do oot lave o
detailed and speciiic address systeim or seeure delivery
locations.

FIGE 18 15 a network architectore of a system 84 for
seennly processing. sccording 10 one or more embodiments.
As shown m FIG. 18, o plurality of remote networks 802 are
provided. including a irst remote network 804 and a second
remote network 806, A pateway 801 may be coupled
betwoeen the remote networks 802 and a proximate network
B08. Iu the context of the present network architectore 800,
the networks 04, 806 may cach take any fonn including.
but not limied w. a TAN. & WAN. such as the [nternet.
public swiiched twlephone network (PSTN). miernal iele-
phone network, elc.

In use. the gateway 801 serves as an entrauce point from
the remiote networks 802 w0 the proximate network 808, As
such. the gateway 801 may lunction as a router. which s
capable of directing o given packet of data that arrives atl the
gateway 801, und o switch. which [wmishes the actual path
in and out ol the gateway 801 for a given packet

Lurther meluded is at least one duta server 814 coupled o
the proximate network 808, which is accessible from ihe
remote petworks 802 via the gateway 801 1 should be noted
that the data server(s) 814 may include any ype of com-
puting device/groupware. Coupled w cach data server 814 15
a plurality of user devices 816, Such user devices 816 may
include a deskiop computer. lapiop computer. handheld
compuier. printer. and/or any other type of kogic-containing
device. It should be noted that o vser device 816 may also
be directly coupled o any of (e networks 1 some embodi-
NS,

A peripheral 820 or series of peripherals 8200 cp. fac-
smile machines. printers. scanners, hard disk doives, net-
worked andfor local storage nnits or systems. cle. may be
coupled 0 one or wore ol the wetworks 804, 806. 808, I
shonld be noted that databases and/or addinonal components
may be wilized with, or integrated into, any type of network
clemicnt coupled w0 the networks 804, 806. 808, In 1w
context of the present deseriplion. o petwork clement may
refer o any component ol o uetwork,

According w0 some approaches. methods and systems
desertbed herein may be implemented with and/or on virtual
systes aidor systems. which emulate one or more ollwer
systems. such as g UNIX & system that emulates an IBM g
08 environment, a UNIX#® sysiem that virlually hosts o
MICROSOFTR WINDOWS:#® enpvironment. a
MICROSOFTR WINDOWSE svstem that cmulates an
M #0858 environmient. ele. This vinualization asad/or

cualation may  be  implemeated  through e use of

VMWARDLR soliware m some embodiments.

FIGL 19 shows a represemtative hardware sysiem 900
covironment associated with o user device 816 sud/or server
814 of IF1G. 18, in uccordance with one embodiment. in one
example. @ hardware conligoration mcludes o workstation
having a central processing unit 910, such as a2 micropro-
cossor, and 2 nomber of other umts terconnected via a
syste bus 912, The workstaton ol FIG. 19 may nclade o
Random Access Memory (RAM) 914, Reud Only Memory
{ROM) 916, an YO adapler 918 {or comecting peripheral
devices. such as disk storage vnits 920 (o the bus 912, a vser
intertace adapter 922 {or connecting a2 keyboard 924,
monse 926, o speaker 928, o microphone 932, and/or other
user dnterface devices. such os o toweh screen. o digial
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cumera {not shown). cte.. o the bus 912, conmuicaion
adapier 934 for connecting the worksiation o 2 communi-
cation neiwork 935 (e o data processing network) and a
display adapler 936 for comecting the bus 912 10 a display
device 938,

In one example. the workstation may  have  resident
thereon an operating sysiem, such as the MICROSOF T ®:
WINDOWS R Operating System (O85), a MAC OSSR, g
UNIX & O8. cte. In one embodiment. the system 900
employs g POSIX® bused file system. [t will be appreciated
that other examples may also be aplemented on platfonns
and operating systems other than those mentioned. Such
other examples may melude oporating systems writien vsig
IAVA XMIL Ol andfor C++ longuage. or other program-
wing languages. along with an object oncated progronuming
methodology. Object onenied propramming (QOP). which
has become mereasmply vsed 1o develop complex applica-
tons, may also be used.

i, 20 s g block disgrom illustating s distributed
svstem TG that may be ciploved or seourily processing.
accordmg o one or more embodiments. [n one cmbodiment.
the sysiem 1000 meludes chent devices 1010 (ep.. mobile
devices. st devices. computing systes. ete.). g cloud or
resource sharing cuvironuent 1020 {c.g.. o public clond
computing enviromment. a private clond computing civi-
ronment. a data center. cte). and servers 1030 In one
embodiment. the client devices are provided with clond
services from thwe servers 1030 tuough the cloud or resource
shunng enviroment 1020,

As will be appreciaied by one skilled in the art. aspects of
ihe present mvention nay be embodied as a system. mcthod
or compuier program product. Accordingly. aspects of the
present invention may ke the tonm of an entirely hardware
embodineat. an entirely soflware embodimen {incloding
firmware. resident software, micro-code. ele.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred 1o herem as a “oromt.” “module” or
“system.” Parthermore. aspects ol the present invention may
take the fonn of o computer program product cimbodied in
one or more compuier readable medivm(s) having compuier
readable program code embodied thereon.

Auny cowbnmton ol one or more compuler readable
wedinmds} may be utilized. The computer readable medium
way be o computer readable signal medium or o computer
readable storage medivm. A compuier readable storage
medinm may be, for example, bul not limiled 1o, an clec-
trowie. magnetic. optical. clectromagnetic. infrared. or seui-
conductor system. apparatus. or device. or any suitable
combination ol the foregoing. More specific examples (o
non-exhanstive list) of the computer readable storage
medinm would include the following: an clectrical connee-
ton having one or were wires. a portuble cowputer diskette.
a hard disk. o random access mewory (RAMY. o read-only
memory (ROM). an crasable programmable  read-only
memaory (BPROM or Flash memory). an opiical {iber, a
portable compuct dise read-only memory (C1-10OM). an
optical storage device. a magnetic storage device. or any
suitable combination ol the foregoing. lu the context ol this
document. a compuicr readable siorage mediom may be any
tangible medum that can contain, or store a program {or use
by or in connection with an nstrnction execntion sysleal.
appuralus. or device,

A compuier readable signal medium may include a propa-
gated data signal with computer readable propram code
embodied therein, for example. in baschand or as part of o
currier wave, Such o propugated signal may take uny of o
variety of forms. meluding. but not limited w0, clectro-
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maguelic. oplical. or oy suitable combination thercol. A
compuier readable sipnal medivm may be any compuier
readable medmm it 15 not a compuier readable siorage
mednm and that con communicate, propagaic. or ransport
u progrum or use by or in connweetion with an instruction
execulion systen. apparatus. or device.

Program code embodied on a computer readable mediom
may be transmitied using any appropriate medium, inclhod-
ing but not limited 0 wircless. wireline. optical fiber cable.
R ele.. or any suitable combination ol the forepoing,

Computer prograin code lor carrving onl operations lor
aspecits of the present inveation may be writien in any
combination of one or more propgramming  languages,
including an object orented programiuing lngnage such as
Java, Smatltalk. C++ or the like and conventional proceduoral
propramming lanpoages. such as the "7 programming
lanpuage or similar progranming langnages. The program
code may exccuie entirely on the wser’s computer, parily on
the user’s computer. as g stud-slone software packagpe.
partly an the wser’s computer and parlly on a remole
compuier or entirely on the remote computer or server. In the
latier scenario, the remote compuier may be comecied io the
user’s cowputer through any type of network. incloding o
local arca network (1 AN) or o wide arca nctwork { WAN). or
the conneclion may be made 0 an extemal computer {lor
cxample. through the Iniemet vsing an Internct Scrvice
Provider).

Aspects of the present inventon are deseribed below with

relerence W flowchart illustrations and/or block dingrams of

meihods, apparaios (sysiems ) and compoter program prod-
nels accordmg 1o embodiments of the mvention. 1 will be
mnderstood that cach block of the owehart iHustrations
unelfor block diogroms. and combimatons ol blocks n thwe
Nowchart illustrations andfor block divgrams. con be nnple-
mented by compuier program istmctions. These computer
program mstrections may be provided o a processor of o
general purpose compuier, special purpose compuier. oF
other progrummable data processing appuratos 1o produce o
machine. such that the nstmctions. wlich execute via the
processor of the computer or other progrommable data
processing apparptus, create means {or implementing the
funcuensiucts speeilicd m the flowehan andfor block dia-
gram block or blocks.

These computer program instructions may also be stored
in a compuier readable mediom that can direct a computer,
other programmable data processing apparaivs. or other
devices o Danction o o partenlar monoer. such that e
instructions stored in the computer readable medium pro-
duce an article of manufactore including instmctions which
imploment the fonction/act specified in the Qowchart and/or
block diagram block or blocks.

The computer program nstructions may also be loaded
oo u computer. other programinable data processing appa-
ratus, or other devices (o cause a series of operational steps
i be performed on the compuier. other programmable
upparatus or other devices 1o produce o computer ple-
mented process such that the instmctions which exeente on
the computer or other programimable apparatns provide
processes for implementing the lonctions/acts specified in
the Jowchart and/or block diagram block or blocks.

The Dowehart and block diagrams o the Vigorees illustrate
the architecture. Tonctionality. und operution of possible
implementations of systems. methods. and computer pro-
pram products according 1o varions embodiments of the
present mvention. [n tns regard. ecach block in the Howchart
or block disgrams may represcit o module. secgent. or
partion ol instractions. which cowprses one or more
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executable nstrnctions for implementing the specilied lopi-
cal {unction(s). In some alicrantive maplementations, ihe
{unciions noted in il block may occur out of the order noted
w the {igores. For example. two blocks shown in succession
way. I et be exeouted substantaily concurrently. or the
blocks may sometmes be execnted in the reverse order.
depending upon the fonctionality ivolved. It will also be
noted that cach black of the block diagrams and/or owehart
lustraton. and combinations of blocks i the block diu-
grams andior owchart ilustraton. con be implemented by
special purpose hardware-bused systems et perform the
specified functions or acls or carry onl combinations of
special purpose hardware and compuier instructions.

The loregomg description of the specilic embodiments
will so Tully reveal the general natoee of the embodiments
heremn that others can. by applying curreni knowledge.
readily modily and/or adapt for various applications such
speciiic embodiments without deparding from the generic
concepl. and. therelore. such aduptations and wedilications
should and sre mtended o be comprehended within the
meaning amd ranpe of cqumvalents of the disclosed embodi-
ments. [1 s 10 be understood that the phraseology or termi-
uology ciploved herein is for the purpose ol deseription and
uet ol limitation. Therelore, while the cibodiments herein
have been deseribed in termis of prelerred cinbodiments.
those skilled i the art will recopmze that the embodimoents
herein can be practiced with modification within the spirit
and scope of the appended cluims.

Thwe comresponding stroctares, matenuals. sets. ad equiva-
lents of all means or step plus {onction clements in the
clanms below are intended (o melude any structure, material,
or act for performing the function in combination with other
clunued clements as specifically cluimed. The deseription ol
the embodiments has been preseunted For purposes ol illus-
tration and desenipiion. but 1s not intended (o be exhanstive
or limited (o the embodimenis in the form disclosed. Many
modifications and vanations will be apparent o those of
ardinary skill in the art without departing from the scope and
spirt ol the lnvention.

Althovgh the embodiments herem are described with
varions speciic embodiments. it will be obvious for a person
skilled 1 the art 1o practice the invention with modifications.
FHowever, all such wodilications are decmed 1o be within the
scope ol the claims.

References in the claims 0 an clement in the singular is
not inlended 0 mean “one and only” unless explicily so
stated. but rather “oue or more.” All stimctoral and Dnetional
cquivalents 1o the clomwents of the ubove-described exem-
plary embodiment that are corrently known or later come to
be known o those of ordinary skill in the art are intended io
be encompassed by the present claims. No claim clement
hierein is 1o be construed nider the provisions of 35 U.S.C
secton 1120 sixth paragraph. unless the clement is expressiy
reciled using the phrase “moans for” or “siep lor”

While the loregoing writien description of the cmbodi-
wweits cnables one ol ordmary skill o make and vse what is
considered presently W be the best mode thereoll those ol
ardiary skall will understand and appreciate the existence ol
virations, combinations, and cquivalenis of the specilic
embodiments. method. and examples herein. The embodi-
wweits should thereilore not be limned by the above-de-
seribed embodiments. method. and examples. bt by ail
embodiments and methods within the scope and spint as
clammed.

I is also fo be understood that ihe following claims are
tended o cover ull of the generic and speciiic Features ol
thwe embodiments desenbed herem and all the statements ol
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the scope of the embodiments which as o matter of langnage
might be the o {all there between.
What 15 claimed 1s:
I. A seowre package delivery and pick-up system. the
systein comprising:
u seeurity door comprising o frame:
one or more collapsible siorage compartments affixed (o
ihe {rame. wheremn cach of the one or more collapsible
storage compariments 15 conligured for sccommaodat -
i one or more packages. and open ends ol the one or
wore collapsible storage  compartinents are secured
using compariment doors:
an electronic mnit mounted on the frame, wherein the
clectrowe unit 1s configured for electronically control-
ling an operation lor the one or more collupsible
slorage compartments: and
a seenniy device coupled to the seeorty door, the secuniy
device including 2 memory deviee including instruc-
tons. aid @t least one processor executing the instruc-
Lons Wy,
recerve mmages of at least one physical object {rom o
{irst camera coupled 1o the at least one processor:
recerve ai indication Trom gt least one security wether
idicating movement ol the @t Jeast one physical
object. wherein the at least one security ether com-
prises a physical scennty teither device coupled 1o the
al Jeast one processor, the physical security tether
device conligured (o removably couple © ot least one
phvsical object: and

provide an alert based on the indication of movement of

the at least one physical object.
2. The system of claim 1. wherein the electronic unit
comprises one o more of a conteol mut. g transceiver vl
u digital display. o second camera. 0 SCanner DL g SCRson
and a power wait. wherein cach the one or more collapsible
storage compariments has a {ront open end and a rear open
end. both the front open end and the rear open end are
secnred by (e compartinent doors.
3. The system of claim 2. wherein (he transceiver anit s
configured for transmitting an clecironic key to verily with
a server {or operatmg e security door or idividual com-
partiments of the one or more collupsible compartments. and
the transceiver ait 1s lurther conligured or transmntting,
inlormation caplured.
4. The system of ¢laim 2. wherein:
the instructions are lurther confipured 1o receive infor-
wation lor the ot least one physical object using
scanwer device coupled o the at least one processor:

the alert comprises one of an email alert. a text message
alert. a doorbell aleri. or a combination thercol. and

the control nmi s configured for controlling opening and
closing operations of an appropriate storage compari -
weid door alier @ successiul venilicution of o secure
electrome key.

5. The system of ¢laim 4. wherein ithe scanner device 1s
oue off couligured lor reading o printed code. o radio
frequeney dentfication (81T} recever. or u combination
thereol.

6. The system according to claim 2. further comprising:

a mobile appheaton installed on a smariphone:
whierein:

the mobile application is couligured for enabling o user o

perform one or more of!

remoiely trackmyg a package delivery or prck-up activ-
iy.

viewing cuplured mformation from one or more inter-
net ol Things {fo'l) devices.
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un administraton scuvity for adding o purticular uscr.
exchanging secure electronic keys with the control nmt,
and
lock or unlock the seconty door or indvidual compart-
wents ol the one or more collapsible storage com-
partineats wirelessly from a remote location.

7. The system of ¢laim 1. wherein the at least one seenrity
ether lorther comprses a virinal wether, the virual tether is
generated as o virtwal security ether process using nnaging
of the first comera or data from atl least one molion seasor.
thwe virtual seeurity wether process detects wovement of the at
least one physical object. and the alert comprises one of an
andio alert. o visval alent. or a combination thereol.

8. The systein ol clunun 7. wherein the at least one physical
object comprises al least one of o delivery package. o
personal dem. an entry door, an eniry gate, or a combination
thercol. and mformation received for the at least one physi-
cal object 18 wsed {or mdications of a delivery.

9 “The systew of clom 7. whercin thwe {irst camiera is
conligured lor providing g visual security vone ol the at least
e physical object oy the virual sccurity tether process,
and ihe {iest camera 15 conligured {or recording vpon detee-
ton of woeten or movement of e at least one plysical
object.

10, The system of clim 1. lunher comprsing o cominu-
nication component conpled 10 the at least one processor,
wherein the communication component receives informa-
ton of g pendmg delivery Trom o customer nterface or o
server. and the inlormation of the pending delivery provides
visible and andible guidance o a delivery person or device
for a timely and accurate delivery of the at least one phiysical
object.

I1. The system according o cloim 1. Turther comprises:

oie or more seinsors it are condigured For sensing

pluralily of paramciers surrounding the security door,
and the plurality of parameters comprises motion detee-
won o vicwmity of the securitly door. internationnl
mobile cquipment identity {(IMii} nmber ol o sman-
phone present m g close vicinity of the security door.
smoke, and {ire.

12. The system according to clmm 1. wherem the sysiem
lurther compnses an expandable platform For connecting
one or more external lnernet of Things (1Y devices. and
thwe ane or more external JOT devices comprises one or more
COMCHS, OB OF MO SCASOTS. ORC OF MOFC commumcaiion
maodules or a combination thereol.

I3, A security device syslem comprising:

a security door compnsing a (rame.

one or more collapsible storage compariments affixed to

the frame. wherein cach of the one or more collapsible
storage compariments is configured for accommodat-
ing at feast one physical object:

an electronic unit mounted on the lrame. wherein the

clectronic nnit is condigured {or clectronically control-
ling an operation of the one or more collapsible storage
COMPUrunents:
u seeurity device comprising:
u first memory device meluding first instractions:
a first processor {or executing the {iest nstructions to:
recoive images of he al least one physical object
lrom o st camera coupled w the (st processor:
recerve an indication (rom at least one security wiher
mdicating movement of the at least one physical
object: and
provide an alert based on the mdication ol movement
of the at least one physical object:
u customer nterface neluding:
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a seeond memory deviee including second instroctions:
a second processor for exeenting the second instruc-
nons to:
receive delivery details inloroation:
retrieve customer wentiflication mionuation:
process the delivery details and customer wdentilica-
tion information: and
comumcate the delivery details and the customer
identificaton nfermation throngh a first network
1o the seeurity deviee and @ g seever.

14. The seennty device system ol ¢lam 13, wherom the
al least one securiy ether comprises a physical seoorty
wiher device conpled w the first processor. the physical
secnnty ether device compases an sttachwent element e
is configured to removably couple with the at least one
phvsical objeet. and the clectronie nnii comprises one or
more of a control unit. a transceiver wnit. a digital display.
u second Camer. A SCunier unil a sensor. sud g power uiil.

IS, The secunty device systein ol clim 14, wherein the
transceiver wiit is configured for ransmitting an clectronic
key o verify with the server for operating he security door
or individual compartinents of the one or more collupsible
compartinents. anpd the transceiver vt is lunher conligared
For transmitung inlormation captured.

16, The scennty device sysiem according o clkum 14,
further comprising:

u mwobiie applicaton instulled on o smartphone:
wherein: the mobile application is conligured Jor enabling o
nser o perform one or more of:
remotely tracking package delivery or prck-up activity,

viewing captured information from one or more Intemoet of

Things (Lol devices, an adininistration activity or adding
und 0 particniar user. exchanging seeure clectronic keys with
ihe conirol uait, and Jock or unlock the security door or
individual comparimentis of the one or more collapsible
staruge compartineits wirelessly from o rewote location.

I7. The secunty device systein ol cliim 13, wherein the
ut least one security tether 1s generated as o virtial seeuriy
teiher process using wmaging ol the first camera or data from
al least one motion sensor, and he virinal security (either
process is confignred o deteet movement of the at least one
plivsicul object.

18, The seeunty device system of clam 17, wherein the
{irst camera is confipured for providing a visual securily
zone of the at least one physical object lor virual securily
tether process.
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I4. “The seeurity device system of cloim 18, wherein the
first comern is conligured for recording, upon detection off
motion or movement of the at Jeast one physical object.

20 The security device svsiem of ¢laim 13, wherein the
alert comprises oue of an audio alert o visual alert. or o
combination thereol. und the ot least one physical object
comprises al least one ol s delivery package. s personal e,
an eatry door, an eniry gate. or a combination thereof.

21. The security device sysiem of ¢laim 13, wherein the
alert comprises one of an email alert. o ext messape alert. o
doorbell alert. or o combination thereof,

22, 'The security device system of cloim 13, wherein the
security device {urther comprises 2 communication compo-
nemt coupled to the {iest processor. and the communication
compouent recerves inlormation ol o pending delivery from
the customer nnerluce or the server.

23, The security device svsiem of ¢laim 22, wherein the
mformation of the pending delivery provides visible and
aeedible pdance 1o a delivery person or device for a umely
and securate defivery of the at least oue phivsical object.

24. "The security device system of claim 13, wherenu:

the fiest processor is {uriher configured {or executing the

{irst instructions o

receive inlormation lor the at least one physical object
using o scunuer device coupled w the Dirst processor:
and

the scanner device is one of: configured for reading a
printed code. a radio frequency identification (RIFIY)
recerver. or a combination thereol.

25, The secunty device system of claim 130 (orther
COMPrises:

one or more sensors thal are conlipured for sensing a

pluralily of paramciers surrounding the security door,
und the plurality of parameters comprises motion detee-
tion m viemity ol the sceurity door. inleristional
mobile cquipment identity (IMED mumber ol a smani-
phone present in g close vicinity of the security door,
smoke, and {ire.

26. ‘The security device systein according W clunn 13,
lurther comprising an expandable platform lor connecting
one or more external lniernet of Things (JOT) devices, and
ihe one or more external 107 devices comprises one or more
CUMCTUS. O OF MOFC SCISOTS. (¢ OF MO COHMnicalion
woduies or u combination thereol.



