
What you need to know about 'E-discovery' 
in litigation involving school districts 

"Discovery" is the exchange of docu- 
ments and information between parties in 
litigation, and "E-discovery" is the term 
given to discovery of electronic documents 
and electronically stored information (ESI). 
How capable is your school district in its 
management of ESI? This can be a critical 
issue if the district becomes involved in a 
lawsuit. 

E-discovery can include many forms 
of electronic records and data such as 
emails, serverlnetwork data and individ- 
ual computer records. A district may be 
required to disclose "metadata," such as 
when a document was created, when it was 
modified, who created it, who modified it, 
and when it was last accessed. Other forms 
of metadata include: prior edits, linked 
files and formulas within documents (in a 
spreadsheet, for example). 

Demands for disclosure of information 
in electronic formats have become routine 
in litigation. Notably, courts have sanc- 
tioned parties andlor allowed a jury to draw 
an adverse inference solely from the failure 
of a party to identify, preserve, and produce 
relevant records in digital form. 

.. This article will explain the basics of 
electronic records requirements relevant to 
school districts in New York State. 

Key laws involving electronic records 
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Laws involving electronic recordkeep- 
ing include: 

The New York State Freedom of 
Information Law (FOIL), which provides 
for rights of access to records that are in an 
electronic format. 

The federal Family Educational Rights 
and Privacy Act (FERPA), which protects 
confidential information and provides for 
disclosure under certain circumstances, 
including parents' rights of inspection and 
review. 

The federal Individuals with Disabili- 
ties Education Act (IDEA), which includes 
provisions on confidentiality and disclosure 
as well as rights of inspection and review. 

party has notice of the potential claim or 
litigation (i.e., once litigation is reasonably , .  

, , 

anticipated). Failure to do so can give rise 
to sanctions for "spoliation" of evidence, 
which is the intentional destruction, 1 
mutilation, alteration, or concealment of 1 ,  
evidence. 

Pursuant to recently enacted amend- \ 
1 :  

ments to the Federal Rules of Civil Proce- I 

dure and existing case law from federal and " j, 
I. 

state courts in New York, the sanctions for I 

is Article 57-A 
of the New York 
State Arts and 
Cultural Affairs 
Law, which 
governs retention 
and disposal of 

failing to preserve ESI where the party acts 
with intent to deprive another party of the t 

information's use in the litigation include: 
a presumption by the court that the lost , 
information was unfavorable to the party; \ 
instructions to the jury to presume the lost I 

information was unfavorable (referred to as 
an adverse jury instruction); or dismissal of 
the action or entering a default judgment. 

While a party is not obligated to keep 
every document in its possession once it 

hard copy format, anticipates being a party to a lawsuit, it is 
the ED-1 schedule under a duty to preserve what it knows (or 

I :WSASA 
also addresses reasonably should know) is (1) relevant in 
electronic records. the action, (2) reasonably calculated to lead 
Records may exist . to the discovery of admissible evidence, or 
solely in electron- (3) likely to be requested during discovery New York State Association of School Attorneys ic format or may (or is the subject of a pending discovery 

school district records, including electron- 
ic records. Among other things, Article 
57-A authorizes school districts to adopt a 
records management program by which a 
district ,may dispose of records which are 
not required to be retained under the law 
and accompanying regulations. 

Role of the school board in records man- 
agement, retention and disposition 

Part 185 of the regulations of the com- 
missioner of education sets forth the ED-1 
Retention & Disposition Schedule, which 
details which records a district must retain 
and for how long. Districts may only begin 
disposing of records in accordance with the 
ED-1 schedule after the board of education 
has formally adopted the schedule by res- 
olution. Boards must also designate a Re- 
cords Management Officer to oversee the 
disposition of records pursuant to Article 
57-A of the Arts and Cultural Affairs Law. 

In addition to records maintained in 

Questions board members should ask 
/ about retention of electronic records 

School districts must be consistent 
in following their policies on retention 
of electronic records. Some questions 
board members should ask include: 

How long do we retain electronic 
records, including emails? 
Are all emails retained or only 
some? 
Are electronic documents archived 
or backed up? How? 
Is there a storage limit or systematic 
auto-delete function on, for exam- 
ple, electronic video recordings 

from the district's security cameras? 
Are electronic documents on an em- 
ployee's computer or in an employ- 
ee's inbox kept after they terminate 
employment with the district? 
What records are generated and 
kept with respect to electronic 
parent-teacher and student-teacher 
interactions through interfaces such 
as a parent portal? 
Are the same procedures being 
followed in every school? 

exist in duplicate 
in electronic format. 

All of the above can become of critical 
importance in the event of litigation. Issues 
can involve whether the district produced a 
record it possesses in response to a lawful 
request, whether a record that should have 
been kept was in fact kept and whether the 
district followed its own policy and adhered 
to state requirements, among other things. 

Equally important, a school district's 
records management system(s) need to 
be usable and uniform. If called upon, a 
school district needs to be able to state 
with certainty whether the records sought 
do or do not exist. And if they do exist, the 
district needs to be able to retrieve them. 
That can include many forms of electronic 
records and data such as emails, served 
network data, spreadsheets, and individual 
computer records. 

You got sewed-now what? 

Legal papers are properly served upon 
a school officer, such as the district clerk. 
A copy of any legal papers that are served 
should be forwarded to your school attor- 
ney and, where appropriate, your district's 
insurance carrier. Your attorney should 
advise you to begin to identify, preserve, 
and collect all relevant informationlevi- 
dence until the matter is resolved, including 
electronic documents, records, and data 
related to the claims. 

Depending on the type of litigation, 
your attorney will likely advise your 
school board to put a "litigation hold" on 
any plans to dispose of relevant records. 
This is to ensure that relevant physical 
and electronic evidence is preserved and 
not destroyed or otherwise compromised. 
This is because a party has an obligation to 
preserve documents and evidence relating 
to a potential claim or litigation once the 

request). 
Your attorney can assist you in iden- 

tifylng which documents and data should 
be preserved. On the school district's end, 
implementing a litigation hold means 
notifying all pertinent employees of the 
litigation hold, as well as taking reasonable 
steps to identify and search all sources of - 
discoverable information and to preserve 
the same. If in doubt as to whether a docu- 
ment should be preserved, ask your school 
attorney. 

What to expect when in discovery 

In federal actions, Federal Rules of 
Civil Procedure 26 and 34 govern disclo- 
sure and discovery of documents. These 
rules outline an obligation to produce any 
non-privileged material (excluding material 1 
prepared for litigation) that is relevant 
to any party's claim or defense. Rule 34 

1 

allows a party to request the production of I 
documents and ESI and to specify the form 
in which the information is to be produced 
(e.g., in native format, in PDF, with or 
without metadata, etc.). 

Section 3101 of the New York State 
Civil Practice Law & Rules (CPLR) gov- 
erns disclosure and discovery of documents 
in state actions. Although it is silent on the 
topic of e-discovery, it has been interpreted 
to be virtually parallel to the federal pro- , 
visions set forth in Rule 34. The Uniform 
Rules for the New York State Trial Courts 
also permit courts to establish the method 
and scope of electronic discovery, where 
appropriate. 

While discovery is handled in large 
part through counsel, school boards and 
superintendents can expect discovery to 
involve some or all of the following: 

See NYSASA, page 12 
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Discussions with the school dis- 
trict's attorney about the nature of the 
litigation and the allegations. 

Discussions with the school dis- 
trict's attorney and individuals who may 
have relevant documents and information 
or who know how to access relevant docu- 
ments and information. 

Discussions with your IT depart- 
ment andlor an outside vendor regarding 
the preservation of ESI. 

Retrieving relevant documents, 
information, and data. 

Obtaining consent or providing 
notice to individuals if necessary, for 
example, under FERPA. 

Although not the subject of this arti- 
cle, discovery may also involve testimony 
from individuals who may have informa- 

, tion relevant to the case. + 
What if the school district is not 
a party? 

One might think that not being named 
as a party in litigation would free a school 
district from any involvement in a lawsuit 
or discovery obligations, but this is not 
always the case. School districts and 
individual school employees often find 
themselves pulled into litigation between 
other parties, such as in family court 

'- matters, custody matters, contractor-sub- 
contractor disputes, negligencelpersonal 
injury cases, and civil rights complaints. 
This can also involve demands for school 
district records. 

In the best case scenario, a preserva- 
tion or hold noticelrequest will be issued 
by the attorney representing a party to 
the litigation advising the district on what 
records need to be retained. The ramifica- 
tions of failing to do so (i.e., fines or pen- 
alties for destroying or failing to preserve 
evidence) remain unclear in New York 
with respect to non-parties; courts are still 
grappling with this issue. Absent a duty 
by contract or special relationship, courts 
in,New York have been hesitant to impose 
liability against non-parties for spoliation 
of evidence. Where an employer-employ- 
ee relationship exists, however, a duty to 
preserve may give rise to liability. 

How can a school district prepare for 
e-discovery? 

A school district should be prepared 
to identify, preserve, and produce any 
relevant records - including electronic 
records - in their native format. This 
would include, for example, raw computer 
data, emails, electronic documents and 
databases, and associated metadata. Your 
attorney will be depending on you and 
your district's IT department to provide 
the information necessary to comply with 
any e-discovery obligations arising out of 
a lawsuit, including: 

Identifying potentially relevant 
types of categories of ESI. 

Identifying potentially relevant 
sources of ESI and whether the ESI is 
reasonably accessible. 

SUPERINTENDENT OF SCHOOLS 
FORT EDWARD UNION FREE SCHOOL DISTRICT 

The Fort Edward Union Free Central School District Board of Education 
is seeking a Superintendent of Schools for its 565 pupil UPK-12 district. 
The District is located in the Village of Fort Edward in upstate New York. 
Fort Edward Union Free School is within close proximity to Lake George 
and Saratoga Springs and is 45 miles north of Albany. A salary range of 
$120,000 to $1 30,000 is being offered along with a three-year professional 
contract, which will include an excellent fringe benefit package. 

A brochure and application can be found at 
wswheboces.orglsupetsearch 

Mail or submit electronically a letter of application, a completed application, 
resume, and credentials by February 19, 2016 to: 

Mr. James P. Dexter, District Superintendent of Schools 
WSWHE BOCES 

11 53 Burgoyne Avenue, Suite 2 
Fort Edward, NY 12828-1 134 

(51 8) 746-331 0, Ext. 8 
Fax (51 8) 746-331 9 

jdexter@wswheboces.org 

Disclosing the way in which ESI is 
maintained. 

Implementing a preservation plan 
for potentially relevant ESI. 

Identifying the person(s) responsible 
for preserving ESI. 

Establishing a method by which ESI 
will be searched and reviewed. 

It is imperative that school districts 
have in place comprehensive electronic 
records management policies addressing 
what types of records exist in the district, 
wherelhow they are maintained, how they 
are disposed of, and who is responsible 
for the associated records management 
activities. Protocols for creating, retaining, 
maintaining, and disposing of electronic 
documents should be uniform, well-de- 

fined, and communicated to employees 
who create the records. 

E-discovery remains an area of law 
that is continuing to evolve. Working 
closely with counsel to prepare for and 
comply with e-discovery requests is 
advisable. 

Members of the New 
York State Association of 
School Attorneys represent 
school boards and school 
districts. This article was 
written by Ashley C. Pope of 
Guercio & Guercio, L U .  

NYSlR pr concussion testing 
Beginning in January, student 

athletes at New York public schools 
and BOCES insured by the New York 

hools Insurance Reciprocal (NYSIR) 
11 be able to receive concussion base- 

line and post-injury testing at no cost. 
Students will take the ImPACTB 

test, which measures verbal and visual 
memory, processing speed and reaction 
Lime to 11100th of a second. ImPACT 
stands for Immediate Post-Concussion 
Assessment and Cognitive Testing. 

- 

NYSIR, the state's largest insurer 
of public schools, insures 352 public 
school districts and BOCES. 

Carleen Millsaps, president of 
NYSIR's Board of Governors, called 
the initiative "a giant leap forward in 
our endeavors to continually provide 
programs and services that protect our 
subscribers' student athletes. We believ 
this partnership further reinforces 
NYSIR's commitment to subscriber risl 
management." 

Sources: NYSIR; www.impacttest.cv 

&and Island Central School District I 

The Grand Island Central Schools is seeking an outstanding educational leader 
for the position of Superintendent of Schools to begin on or about July 1,2016. 
Grand Island Central Schools serves approximately 2956 students with 
887 employees and an operating budget of approximately $58,114,136. 

Join the fabric of the Grand Island community. Situated along the picturesque 
Niagara River, Grand Island is home to more than 20,000 residents and hundreds 
of thiving businesses. The community enjoys the benefits of easy access to all 
the amenities it shares with the Buffalo and Niagam Falls metropolitan a r q f  

Learn more about our district at w w w . ~ m ~ ~ k . @ ~  

tion brochure are 
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